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OpenBSD

[FAQ Index] [To Section 2 - Other OpenBSD | nformation Resources]

1 - Introduction to OpenBSD
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1.1 - What is OpenBSD?

The OpenBSD project produces afreely available, multi-platform 4.4BSD-based UNIX-like operating
system. Our goals place emphasis on correctness, security, standardization, and portability.

This FAQ specifically covers only the most recent release of OpenBSD, version 4.8.

1.2 - On what systems does OpenBSD run?

OpenBSD 4.8 runs on the following platforms:

. dpha- FTPonly
. amdé4 - Available on CD
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. armish - FTPonly

. hp300 - FTPonly

. hppa- FTPonly

. 1386 - Available on CD

. landisk - FTP only

. loongson - FTP only (new)
. macppc - Available on CD
. mvme68k - FTP only

. mvme88k - FTP only

. Qi - FTPonly

. socppc - FTP only

. sparc - FTPonly

. Sparc64 - Available on CD
. vax - FTPonly

. zaurus- FTPonly

Available on CD meansthe official CD set includes that platform and a number of packages. Base
system CD 1SO images can also be downloaded for most other platforms.

More information on OpenBSD platforms can be found on the Platforms page.

People sometimes ask why we support so many "odd" machines. The short answer is, "because we want
to". If enough skilled people (sometimes, "enough” is only one really skilled person!) wish to maintain
support for a platform, it will be supported. There are practical benefits to keeping OpenBSD multi-
platform: when new platforms come out, the code tree is relatively free of portability-breaking bugs and
design flaws. The OpenBSD platforms include 32 bit and 64 bit processors, little and big endian
machines, and many different designs. And yes, supporting "unusual” platforms has helped produced a
higher-quality code base for more "common" platforms.

1.3 - Why might | want to use OpenBSD?

New users frequently want to know whether OpenBSD is superior to some other free UNIX-like
operating system. That question is largely unanswerable and is the subject of countless (and useless)
religious debates. Do not, under any circumstances, ask such a question on an OpenBSD mailing list.

Below are some reasons why we think OpenBSD is a useful operating system. Whether OpenBSD is
right for you is a question that only you can answer.

« OpenBSD runs on many different hardware platforms.
. OpenBSD isthought of by many security professionals as the most secure UNIX-like operating
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system, as the result of a never-ending comprehensive source code security audit.

. OpenBSD isafull-featured UNIX-like operating system available in source form at no charge.

. OpenBSD integrates cutting-edge security technology suitable for building firewalls and private
network servicesin adistributed environment.

. OpenBSD benefits from strong ongoing development in many areas, offering opportunities to
work with emerging technologies with an international community of programmers and end-
users.

. OpenBSD attempts to minimize the need for customization and tweaking. For the vast majority
of users, OpenBSD "Just Works' on their hardware for their application. Not only is tweaking
and customizing rarely needed, it is actively discouraged.

1.4 - Is OpenBSD really free?

OpenBSD isadll free. The binaries are free. The source isfree. All parts of OpenBSD have reasonable
copyright terms permitting free redistribution. This includes the ability to REUSE most parts of the
OpenBSD source tree, either for personal or commercial purposes. OpenBSD includes NO further
restrictions other than those implied by the original BSD license. Software which is written under
stricter licenses cannot be included in the regular distribution of OpenBSD. Thisisintended to safeguard
the free use of OpenBSD. For example, OpenBSD can be freely used for personal use, for academic use,
by government institutions, by non-profit making organizations and by commercial organizations.
OpenBSD, or parts of it, can aso be freely incorporated into commercia products.

People sometimes ask if it bothers us that our free work is put into commercial products. The answer is,
we would prefer that our good code be widely used rather than have commercia software vendors
reimplement and create badly coded or incompatible alternative solutions to already solved problems.
For example, it islikely that SSH isawidely used protocol due to this freedom, much more widely used
than if restrictions had been placed on how people used the OpenSSH code. If afree SSH solution was
not available for vendorsto use (in their multitude of rapidly developed products), they would have
written or purchased some crummy off-the shelf version instead.

Thisisn't to say we would object to financial or hardware support in thanks. In fact, it is stunning how

little support of any kind comes from companies that depend upon OpenBSD (or OpenSSH) for their
products, but there is no requirement of compensation.

For further reading on other popular licenses read: OpenBSD Copyright Policy.

The maintainers of OpenBSD support the project largely from their own pockets. This includes the time
spent programming for the project, equipment used to support the many ports, the network resources
used to distribute OpenBSD to you, and the time spent answering questions and investigating users bug
reports. The OpenBSD devel opers are not independently wealthy and even small contributions of time,
eguipment, and resources make a big difference.
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1.5 - How can | help support OpenBSD?

We are greatly indebted to the people and organizations that have contributed to the OpenBSD project.
They are acknowledged by name on the donations page.

OpenBSD has a constant need for several types of support from the user community. If you find
OpenBSD useful, you are strongly encouraged to find away to contribute. If none of the suggestions
below are right for you, feel free to propose an alternative by sending e-mail to donations@openbsd.org.

« Buy an OpenBSD CD set. It includes the current full release of OpenBSD, and is bootable on

many platforms. It also generates revenue to support the OpenBSD project, and reduces the strain
on network resources used to deliver the distribution via the Internet. This inexpensive three-CD
set includes full source. Remember, your friends need their own copy!

. Donate money. The project has a constant need for cash to pay for equipment, network
connectivity, and expenses relating to CD publishing. Manufacturing CDs requires an up-front
out-of-pocket investment for the OpenBSD devel opers, without guaranteed return. Send e-mail to
donations@openbsd.org to find out how to contribute. Even small donations make a profound

difference.
. Donate equipment and parts. The project has a constant need for general and specific hardware.

Items such as IDE and SCSI disks, and various types of RAM are always welcome. For other
types of hardware such as computer systems and motherboards, you should inquire as to current
need. Write to donations@openbsd.org to arrange for shipment.

. Donate your time and skills. Programmers who enjoy writing operating systems are naturally
always welcome, but there are literally dozens of other ways that people can be useful. Follow
mailing lists and help answer new-user questions.

. Help maintain documentation by submitting new FAQ materia (to fag@openbsd.org). Form a
local user group and get your friends hooked on OpenBSD. Make a case to your employer for
using OpenBSD at work. If you're a student, talk to your professors about using OpenBSD as a
learning tool for Computer Science or Engineering courses. It's also worth mentioning one of the
most important ways you should not try to "help" the OpenBSD project: do not waste your time
engaging in operating system flame wars. It does not help the project to find new users and can
cause substantial harm to important relationships that developers have with other devel opers.

1.6 - Who maintains OpenBSD?

OpenBSD is maintained by a development team spread across many different countries. The project is
coordinated by Theo de Raadt, located in Canada.

1.7 - When is the next release of OpenBSD?
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The OpenBSD team makes a new release every six months, with target release datesin May and
November. More information on the development cycle can be found here.

1.8 - What is included with OpenBSD?

OpenBSD is distributed with a number of third-party software products, including:

. X.org 7.5, the X Window environment, with local patches. Installed withthex* . t gz install file
sets.

. GCCversions 2.95.3, 3.3.5. and 4.2.1 (depending on your platform) GNU C Compiler. The
OpenBSD team has added the Propolice stack protection technology, enabled by default, and

used throughout the OpenBSD userland and by default on applications compiled on OpenBSD.
Installed as part of the conp48. t gz file s&t.

. Perl 5.10.1, with patches and improvements from the OpenBSD team.

« Our improved and secured version of the Apache 1.3 web server. The OpenBSD team has added
default chrooting, privilege revocation, and other security-related improvements. Also includes

mod_ssl and DSO support.
« OpenSSL 0.9.8k, with patches and improvements from the OpenBSD team.

« Groff 1.15 text processor.
. Sendmail 8.14.3 mail server, with libmilter.
. BIND 9.4.2-P2 (plus patches) DNS server. OpenBSD has implemented many improvementsin

chroot operation and other security-related i ssues.
. Lynx 2.8.6rel.5 text web browser. With HTTPS and |Pv6 support added, plus patches from the

OpenBSD team.
« Sudov1.7.2, dlowing usersto run individual commands as root.

. Ncursesb5.7

. KAME IPv6

« Heimdal 0.7.2 with patches

. Arla0.35.7

« Binutils 2.15 with patches

. Qdb 6.3 with patches

. OpenSSH 5.6

« OpenNTPD Secure and simple Network Time Protocol implementation
« OpenBGPD and OpenOSPFD routing applications

As can be seen, the OpenBSD team often patches third-party products (typically) to improve the security
or quality of the code. In some cases, the user will see no difference in operation, in other cases, there
ARE operational differences which may impact some users. Keep these enhancements in mind before
blindly adding different versions of the same software. Y ou may get a bigger version number, but aless
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secure system.

Of course, additional applications can be added through the OpenBSD packages and ports system.

1.9 - What is new in OpenBSD 4.8?

The complete list of changes made to OpenBSD 4.7 to create OpenBSD 4.8 can be found on plus48.
html, and highlights on the OpenBSD 4.8 Information page, however here are afew changes the

OpenBSD team anticipate will require or warrant some special note to people upgrading or installing
OpenBSD 4.8 who are familiar with older versions:

. GCC4
The amd64, hppa, 1386, macppc, sparc64 and socppc platforms now build using gcc4

. Suspend/resume
ACPI-based suspend/resume works on most machines with Intel or ATI video!

. diskmap(4) interface
People using USB attached storage or softraid(4) configurations often had difficulty with drive
identifiers changing from boot to boot, or between hardware configurations. diskmap(4) alows
you to mount drives by unique disklabel UIDs rather than how they are attached, so now you can
usethesame/ et ¢/ f st ab on your USB flash disk without worrying whether it would come up
as sdo, sdi, sd2, etc.

. Default install method changed from FTPtoHTTP
Of course, both FTP and HTTP are still supported for installs, only the default has changed.

. mandoc(1)

Mandoc is now used to build all manualsin the base system.

1.10 - Can I use OpenBSD as a desktop system?

This question is often asked in exactly this manner -- with no explanation of what the asker means by
"desktop". The only person who can answer that question isyou, as it depends on what your needs and
expectations are.

While OpenBSD has a great reputation as a "server" operating system, it can be and is used on the
desktop. Many "desktop" applications are available through packages and ports. As with all operating
system decisions, the question is. can it do the job you desire in the way you wish? Y ou must answer
this question for yourself.

It might be worth noting that alarge amount of OpenBSD development is done on |aptops.

1.11 - Why is/isn't ProductX included?
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People often ask why a particular product is or isn't included with OpenBSD. The answer is based on
two things. the wishes of the developers and compatibility with the goals of the project. A product will

not be included simply because it is "nifty" -- it must also be "free" for use, distribution and modification
by our standards. A product must also be stable and secure -- abigger version number does not always
mean a better product.

Licenseis often the biggest problem: we want OpenBSD to remain usable by any person anywhere in
the world for any purpose.

Another major consideration is the wishes of the developers. The OpenBSD developers are the ultimate
judges of what does and doesn't go into the project. Just because an application is “good" doesn't mean
the OpenBSD project wishes to devote the resources needed to maintaining it, or that they will share
other's enthusiasm about its place in OpenBSD.

Some commonly asked guestions about third-party products:

. Whyis Sendmail included, it is"known insecure"?!
Sendmail has had an imperfect security record, however the Sendmail authors and maintainers
have been very receptive to reworking their code to make it much more secure (and thisis a sadly
uncommon response). The recent security history of Sendmail is not much different than some of
the supposedly "more secure" alternatives.

. Why isn't Postfix included?
Thelicenseis not free, and thus can not be considered.

. Whyisn't gmail or djbdns included?
Neither program is what many Unix users "expect” out of amail or DNS application.

. Why is Apache included? It isn't needed by many peoplée!
Because the devel opers want it.

. Why isn't a newer version of Apache included?
The license on newer versions is unacceptable.

. Why isn't bzip2 included instead of gzip?
Performance is horrible, and benefit is minimal. Impact on slower platforms, such as hp300 or
VAX would be unacceptable.

. Why isn't there a graphical or curses(3) based installer?
For anumber of reasons, including the goal of keeping the installation boot media able to be a
single floppy disk, the fact that one installer can be used on all platformsin all configurations,
and the fact that after the second or third OpenBSD install, most users find the OpenBSD
installation system among the fastest and easiest installers of any OS. Most devel opers and users
greatly prefer the speed, power, and ease of use of the current installer to any of the more
"colorful” or "pretty" installers on some other platforms.

« Will ZFSbe added to OpenBSD?
Not unless someone can convince Oracle to change the license for it to something compatible
with OpenBSD poalicy.
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In most cases, these topics have been discussed in painful detail on the mall lists, please see archives if
you need more information.

Of course, If you wish to use one of these packages and your use is compatible with the license of the
products, no one will stop you (that wouldn't be very freeif we tried, would it?). However, your needs
may change -- you may not want to develop a"Killer Application” that you can't sell, distribute, or get
rich from because you incorporated non-free software into it.

[FAQ Index] [To Section 2 - Other OpenBSD Information Resources]

& www @openbsd.org
$OpenBSD: fagl.html,v 1.123 2010/12/09 15:18:01 nick Exp $
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Table of Contents
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. 2.3 - Manua Pages

. 2.4 - Reporting Bugs

2.1 - Web Pages of Interest

The official website for the OpenBSD project islocated at: http://www.OpenBSD.org.

A lot of valuable information can be found here regarding all aspects of the OpenBSD project.

The OpenBSD Journal is an OpenBSD-focused news and opinion site.

OpenBSDsupport.org is asite collecting "user maintained" documentation of varying quality, but often covering topics not
in this FAQ or other official documentation.

Many users have set up sites and pages with OpenBSD specific information. As with everything on the Internet, a good
search engineis going to make your life easier, as will a healthy dose of skepticism. As aways, do not blindly enter
commands you do not understand into your computer.

2.2 - Mailing Lists

The OpenBSD project maintains several popular mailing lists which users should subscribe to and follow. To subscribe to
amailing list, send an e-mail message to majordomo@openbsd.org. That address is an automated subscription service. In
the body of your message, on a single line, you should include a subscribe command for the list you wish to join. For
example:

subscri be announce

The list processor will reply to you, asking for confirmation of your intent to join the list, so that others can not subscribe
you to aflood of unwanted e-mail. The message will include instructions for several different ways to confirm, including a
list server web page link, responding to the confirmation message or responding to maj or dono@penbsd. or g. Use
whatever method is convenient to you. You will note that all three techniques involve a unique and time limited
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identifying number, such as A56D- 70D4- 52C3, again to make sure you are really the person who requested this mail list
subscription (thisisreal "opt-in").

Once you have confirmed your intent to join, you will be immediately added to the list, and the list processor will notify
you that you were successfully added.

To unsubscribe from alist, you will again send an e-mail message to majordomo@openbsd.org. It might look like this:

unsubscri be announce

If you have any difficulties with the mailing list system, please first read the help file which can be obtained by sending an
e-mail message to majordomo@openbsd.org with a message body of "help".

Y our subscription to the OpenBSD mail lists can also be maintained through the web interface at http:/lists.openbsd.org

Some of the more popular OpenBSD mailing lists are:

« announce - Important announcements. Thisis alow-volumelist.

. Security-announce - Announcements of security issues. Thisisalow volumelist.

. misc - General user questions and answers. Thisisthe most active list, and should be the "default” for most
guestions.

. bugs- Bugsreceived via sendbug(1) and discussions about them.

. source-changes - Automated mailing of CV S source tree changes. Every time a developer commits a change to the
OpenBSD source tree, CVSwill send out a copy of the (usually brief) commit message viathisllist.

. ports- Discussion of the OpenBSD Ports Tree.

. ports-changes - Automated mailing of ports-specific CV'S source tree changes.

. advocacy - Discussion on advocating OpenBSD, and topics that are just too off-topic for misc.

Before posting a question on misc or any other mailing list, please check the archives, for most common questions have
been asked repeatedly. While it might be the first time you have encountered the problem or question, others on the
mailing lists may have seen the same question several timesin the last week, and may not appreciate seeing it again. If
asking a question possibly related to hardware, always include a dmesg(8)!

Y ou can find several archives, other mailing list guidelines and more information on the mailing lists page.

An unofficial mailing list that may be of interest to new users of OpenBSD and Unix isthe OpenBSD Newbies list.

2.3 - Manual Pages

OpenBSD comes with extensive documentation in the form of manual pages. Considerable effort is made to make sure the
man pages are up-to-date and accurate. In all cases, the man pages are considered the authoritative source of information
for OpenBSD.

To access the manual pages, be sure that you installed the man48. t gz file set.

Hereisalist of some of the most useful manual pages for new users:
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Getting Started

. afterboot(8) - things to check after the first complete boot.

. help(1) - help for new users and administrators.

. hier(7) - layout of filesystems.

. man(1) - display the on-line manual pages.

. intro(1) - introduction to general commands, also see the intros to the other sections of the manual: intro(2), intro
(3), intro(4) (note: intro(4) is platform specific), intro(5), intro(6), intro(7), intro(8), and intro(9).

. adduser (8) - command for adding new users.

. Vipw(8) - edit the master password file.

. disklabel(8) - read and write disk pack label.

. reboot, halt(8) - stop and restart the system.

. shutdown(8) - close down the system at a given time.

. dmesy(8) - redisplay the kernel boot messages

. sudo(8) - don't log in as root, but run commands as root.

. mg(1) - emacs-like text editor.

For more advanced users

. boot(8) - system bootstrapping procedures.

. boot config(8) - how to change kernel configuration at boot.

. gcc-local(1) - OpenBSD-specific modifications to gec(1)

. ifconfig(8) - configure network interface parameters.

. login.conf(5) - format of the login class configuration file.

. hetstat(1) - show network status.

. release(8) - build an OpenBSD release.

. sendbug(1) - send a problem report (PR) about OpenBSD to a central support site.
. style(9) - OpenBSD kernel source code style guide.

. sysctl(8) - get or set kernel state.

Y ou can find all the OpenBSD man pages on the web at http://www.openbsd.org/cgi-bin/man.cgi as well as on your
computer if you install the man48. t gz file set.

In general, if you know the name of acommand or a manual page, you can read it by executing " man conmand” . For
example: " man vi " to read about the vi editor. If you don't know the name of the command, or if " ran conmmand”
doesn't find the manual page, you can search the manual page database by executing " apr opos sonet hi ng" or
"man -k sonet hi ng", where"something" isalikely word that might appear in the title of the manual page you're
looking for. For example:

# apropos "time zone"

tzfile (5) - time zone informtion
zdunp (8) - tine zone dunper

zic (8) - tine zone conpiler

The parenthetical numbers indicate the section of the manual in which that page can be found. In some cases, you may find
manual pages with identical names living in separate sections of the manual. For example, assume that you want to know
the format of the configuration files for the cron daemon. Once you know the section of the manual for the page you want,
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you would execute " man n comrand”, where nisthe manual section number.

# man -k cron

cron (8) - clock daenon

crontab (1) - maintain crontab files for individual users
crontab (5) - tables for driving cron

# man 5 crontab

For many, having a hardcopy of the man page can be useful. Here are the guidelines to making a printable copy of aman
page.

How do | display a man page source file (i.e. one whose filename ends in a number, like
tcpdump.8)?

These are found throughout the src tree. The man pages are found in the tree unformatted, and many times, through the use
of CVS, they will be updated. To view these pages, smply:

# mandoc <file> | nore
How do | get a plain man page with no formatting or control characters?

Thisis helpful to get the man page straight, with no non-printable characters.
Example:

# man <command> | col -Db
How can | get a PostScript copy of a man page that's print-ready?

Note that <f i | e> must be the man page source file (probably afile that endsin anumber e.g. t cpdunp. 8). The
PostScript versions of the man pages |ook very nice. They can be printed or viewed on-screen with a program like gv
(GhostView). GhostView can be found in our packages collection. Use the following mandoc(1) command options for

getting a PostScript version from an OpenBSD system man page:

# mandoc -Tps <file> > outfile.ps
How do | generate compressed copies of the man pages?

For people who build their system from source, there are a number of options relating to the way in which man pages are
built. These options can be placed in /etc/mk.conf (it may be necessary to create thisfile) and are included during system
builds. One especially useful option isto generate compressed man pages in order to save disk space. These can be viewed
in the normal way, using the man command. In order to set this, add the followingto/ et ¢/ nk. conf :

MANZ=yes

Another useful option isto have the system build generate man pages in PostScript format, as well as ASCII text. Thisis
done by setting the option MANPS=y es in /etc/mk.conf. See mk.conf(5) for further details.
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What are info files?

Some of the documentation for OpenBSD comes in the form of info files, typically contained in/ usr/ shar e/ i nf o.
Thisis an aternative form of documentation provided by GNU. Many of these files are more up to date than the manual
pages provided by GNU, and can be accessed with the info(1) command. For example, to view information about the GNU

compiler, gcc(1), type:

# info gcc
After using info, you will really appreciate our man pages!
How do | get color man pages on XTerm?

The default configuration file for xterm(1) does not display color man pages. In order to get color output, copy thefile/

et c/ X11/ app- def aul t s/ XTer m col or to your home directory, and renameit ". Xdef aul t s". Be careful not to
overwrite any current settingsin . Xdef aul t s". Thisfile contains all the settings you need to enable color in X Term.
However, three lines need to be uncommented before this can work:

I *VVT100* col or ULMode: on
| *VT100*under Li ne: off
I *VT100* col or BDMbde: on

Therest of thisfile allows you to choose colors for various settings. The relevant ones to the man pages are:

*VT100*col orUL: yel | ow
*VT100*col orBD: white

That produces rather hellish looking man pages, so customize as necessary: may we suggest red for "colorUL" and
magenta for "colorBD"? There is also a man page viewer for X11 available, xman(1), which provides an aternative

(graphical) interface to the manual pages. See the manual pages for xterm and xman for more information.
How do | write my own manual page?

If you wish to write your own man page for an application you have written, there is a handy reference guide provided in

mdoc(7).
2.4 - Reporting Bugs

Before crying "Bug!", please make sure that isreally what you are dealing with. If instead, you are not understanding how
something is done in OpenBSD or how it works, and can't find out how to resolve the problem using the manual pages or

the OpenBSD website, use the mail lists (usually misc@openbsd.org) to request help. If thisisyour first OpenBSD

experience, be realistic: you probably did not discover an unknown bug. Also note that faulty hardware can mimic a
software bug, please verify the current condition of your hardware before deciding you have found a"bug".

Finally, before submitting any bug report, please read http://www.openbsd.org/report.html.

Proper bug reporting is one of the most important responsibilities of end users. Very detailed information is required to
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diagnose most serious bugs. Developers frequently get bugs reports viae-mail such asthis:

From | oeuser @xanpl e. com
To: bugs@penbsd. org
Subj ect: HELP!!

| have a PC and it won't boot!!!I!!l [t's a 486!!1!!

Hopefully most people understand why such reports get summarily deleted. All bug reports should contain detailed
information. If Joe User had really expected someone to help find this bug, he or she would have supplied more
information... something like this:

From smartuser @xanpl e. com
To: bugs@penbsd. org
Subj ect: 3.3-beta panics on a SPARCSt ati on2

OpenBSD 3.2 installed froman official CO-ROMinstalled and ran fine
on this machine.

After doing a clean install of 3.3-beta froman FTP mrror, | find the
systemrandonly panics after a period of use, and predictably and
qui ckly when starting X

This is the dnmesg output:

OpenBSD 3. 3-beta (GENERIC) #9: Mon Mar 17 12:37:18 MST 2003
der aadt @par c. openbsd. org: /usr/src/ sys/arch/ sparc/ conpi |l e/ GENERI C
real mem = 67002368
avail mem = 59125760
usi ng 200 buffers containing 3346432 bytes of nenory
boot pat h: /sbus@., f 8000000/ esp@), 800000/ sd@, O
mai nbusO (root): SUNW Sun 4/75
cpu0 at mai nbus0: CY7C601 @40 MHz, TMS390C602A FPU; cache chip bug
- trap page uncached
cpuO: 64K byte wite-through, 32 bytes/line, hw flush cache enabl ed
menr eg0 at mai nbusO i oaddr 0Oxf 4000000
cl ockO at mai nbusO i oaddr Oxf2000000: nk48t02 (eeprom
timer0O at nai nbusO i oaddr Oxf 3000000 del ay constant 17
auxreg0 at mai nbusO i oaddr Oxf 7400003
zsO0 at mai nbusO i oaddr Oxf 1000000 pri 12, softpri 6
zstty0 at zsO channel 0 (console i/o0)
zsttyl at zsO channel 1
zsl at mai nbusO i oaddr Oxf0000000 pri 12, softpri 6
zskbdO at zs1 channel O0: reset timeout
zskbdO: no keyboard
zstty2 at zsl channel 1: nouse
audi oand0 at nmai nbusO i oaddr Oxf 7201000 pri 13, softpri 4
audi o0 at audi oand0
sbusO at mai nbusO i oaddr Oxf8000000: clock = 20 MHz
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dma0 at sbusO slot O of fset 0x400000: rev 1+

esp0 at sbusO slot O offset 0x800000 pri 3: ESP100A, 25MHz, SCSI ID 7

scsi busO at espO: 8 targets

sdO at scsibusO targ 1 lun 0: <SEAGATE, ST1480 SUNO424, 8628> SCSI2 O/direct fixed
sd0: 411MB, 1476 cyl, 9 head, 63 sec, 512 bytes/sec, 843284 sec total

sdl at scsibusO targ 3 lun 0: <COMPAQPC, DCAS-32160, S65A> SCSI2 O/direct fixed
sd1l: 2006MB, 8188 cyl, 3 head, 167 sec, 512 bytes/sec, 4110000 sec total

| e0 at sbusO slot O offset OxcO0000 pri 5: address 08:00:20: 13:10: b9

| e0: 16 receive buffers, 4 transmt buffers

cgsi x0 at sbusO slot 1 offset Ox0: SUNW501-2325, 1152x900, rev 11

wsdi spl ay0 at cgsi x0

wsdi spl ay0: screen O added (std, sun enul ati on)

fdcO at nai nbusO i oaddr Oxf 7200000 pri 11, softpri 4: chip 82072

fdo at fdcO drive 0: 1.44MB 80 cyl, 2 head, 18 sec

root on sdOa

r oot dev=0x700 rr oot dev=0x1100 r awdev=0x1102

This is the panic | got when attenpting to start X

pani c: pool _get(ntlpl): free list nodified: magi c=78746572; page Oxfaa93000;

I tem addr Oxfaa93000
St opped at Debugger +0x4: j mpl [Y%07 + 0x8], %0

RUN AT LEAST 'trace' AND 'ps' AND | NCLUDE QUTPUT WHEN REPORTI NG THI S PANI C

DO NOT EVEN BOTHER REPORTI NG THI S W THOUT | NCLUDI NG THAT | NFORMATI ON!
ddb> trace

pool get (0xfaa93000, 0x22, 0x0, 0x1000, 0x102, Ox0) at pool get +0x2cO
sosend(0x16, Oxf828d800, O0x0, Oxf83b0900, 0x0, 0x0) at sosend+0x608
soo_write(0OxfacObf50, OxfacObf70, Oxfac9be28, Oxfab93190, Oxf8078f24, 0xO0)
at soo_write+0x18
dofilewitev(0x0, Oxc, OxfacObf50, Oxf7fffl198, Ox1l, OxfacObf70) at
dofilewitev+Oxl2c
sys_witev(0xfac87508, Oxfac9bf28, Oxfac9bf20, Oxf80765c8, 0x1000, OxfacObf70)
at sys_witev+0x50
syscal | (0x79, Oxfac9bfb0, O0x0, 0x154, Oxfcffffff, Oxf829deal) at syscal | +0x220
sl omt rap(Oxc, Oxf7fff198, Ox1l, 0x154, Ox1l, Oxfac87508) at sl owtrap+0x1d8
ddb> ps

PID PPID PCGRP ub S FLAGS WAIT COVVAND
27765 8819 29550 0 3 Ox86 netio xconsol e
1668 29550 29550 0O 3 0x4086 pol | f viim
15447 29550 29550 0O 3 0x44186 pol | xterm
8819 29550 29550 35 3 0x4186 pol | xconsol e
1238 29550 29550 0O 3 0x4086 pol | xcl ock
29550 25616 29550 0O 3 0x4086 pause sh
1024 25523 25523 0 3 0x40184 netio XFr ee86
*25523 25616 25523 35 2 0x44104 XFr ee86
25616 30876 30876 0 3 0x4086 wait Xinit
30876 16977 30876 0 3 0x4086 pause sh
16977 1 16977 0 3 0x4086 ttyin csh
5360 1 5360 0 3 0x84 sel ect cron
14701 1 14701 0 3 0x40184 sel ect sendnai |
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12617 1 12617 0 3 0x84 sel ect sshd
27515 1 27515 0 3 0x184 sel ect i netd
1904 1 1904 0 2 0x84 sysl ogd
9125 1 9125 0 3 0x84 pol |l dhcl i ent
7 0 0 0 3 0x100204 <crypto_wa crypto
6 0 0 0 3 0x100204 ai odoned ai odoned
5 0 0 0 3 0x100204 syncer updat e
4 0 0 0 3 0x100204 cl eaner cl eaner
3 0 0 0 3 0x100204 reaper r eaper
2 0 0 0 3 0x100204 pgdaenon pagedaenon
1 0 1 0 3 0x4084 wait I nit
0 -1 0 0 3 0x80204 schedul er swapper
Thank you!

See report.html for more information on creating and submitting bug reports. Detailed information about your hardware is
necessary if you think the bug could be in any way related to your hardware or hardware configuration. Usually, dmesg(8)
output is sufficient in this respect. A detailed description of your problem is necessary. Y ou will note that the dmesg
described the hardware, the text explained why Smart User thought the system was not broken (ran 3.2 properly), how this
crash was caused (starting X), and the output of the debugger's"ps™ and "t r ace” commands. In this case, Smart User
provided output captured on a serial console; if you can not do that, you will have to use paper and pencil to record the
crash. (Thiswas areal problem, and the information in the above report helped lead to arepair of thisissue which
impacted Sun4c systems.)

If Smart User had aworking OpenBSD system from which he wanted to submit a bug report, he would have used the
sendbug(1) utility to submit his bug report to the GNATS problem tracking system. Obviously you can't use sendbug(1)

when your system won't boot, but you should use it whenever possible. Y ou will still need to include detailed information
about what happened, the exact configuration of your system, and how to reproduce the problem. The sendbug(1)

command requires that your system be able to send electronic mail successfully on the Internet. Note that the mail server
uses spamd(8) based greylisting, so it may take half an hour or so before the mail server accepts your bug report, so please

be patient.

After submitting a bug report via sendbug(1), you will be notified by e-mail about the status of the report. Y ou may be
contacted by developers for additional information or with patches that need testing. Y ou can also monitor the archives of
thebugs @penbsd. or g mailing list, details on the mailing list page, or query the bug report database status at the on-

line Bug Tracking System.

More on getting useful info for developers
Here are afew additional tips:

L ost the " Panic message" ?

Under some circumstances, you may lose the very first message of a panic, stating the reason for the panic. Thisisavery
important message, so you want to report it, aswell. Y ou can get this back by using the "show panic" command in ddb>
likethis:
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ddb> show pani c
0: kernel : page fault trap, code=0
ddb>

In this case, the panic string was "Kernel: page fault trap, code=0"

Special notefor SMP systems:
Y ou should get a"trace" from each processor as part of your report:

ddb{0} > trace

pool get (d05e7c20, 0, dab19ef 8, d0169414, 80) at pool get +0x226
fxp_add_rfabuf (d0a62000, d3c12b00, dab19f 10, dab19f 10) at fxp_add_rf abuf +0xa5
fxp_intr(d0a62000) at fxp_intr+0xle7

Xintr_ioapicO() at Xintr_ioapi cO+0Ox6d

--- interrupt ---

i dl e_| oop+0x21:

ddb{0} > machi ne ddbcpu 1

St opped at Debugger +0x4: | eave

ddb{1}> trace

Debugger (d0319e28, dO5f f 5a0, dablbee8, d031lcc6e, d0a61800) at Debugger +0x4

1 386_i pi _db(d0a61800, dO5f f 5a0, dablbef 8, d01eb997) at i 386_i pi _db+0xb

I 386_i pi _handl er (b0, dO5f 0058, dab10010, d01d0010, dab10010) at i 386_i pi _handl er +0x
4a

Xintripi() at Xintripi +0x47

--- interrupt ---

I 386_softintl ock(0,58,dab10010, dab10010, d01e0010) at i 386_softintl ock+0x37
Xintrlitinmer() at Xintrltinmer+0x47

--- interrupt ---

i dl e_| oop+0x21:

ddb{ 1} >

Repeat the "machi ne ddbcpu x" followed by "t r ace" for each processor in your machine.

How to gather further information from a kernel crash.

A typical kernel crash on OpenBSD might look like this: (things to watch for are marked with bold font)

kernel : page fault trap, code=0
St opped at _pf _rout e+0x263: nmov 0x40( %edi ) , %edx

ddb>

The first command to run from the ddb> prompt is "trace" (see ddb(4) for details):
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ddb> trace

_pf _route(e28ch7e4, e28bc978, 2, 1f ad, dOb8b120) at _pf rout e+0x263

_pf _test(2, 1f 4ad, e28cb7e4, b4dcl) at _pf _test+0x706

_pf _route(e28chbb00, e28bc978, 2, d0a65440, dOb8b120) at _pf rout e+0x207
_pf _test(2,d0a65440, e28cbb00, d023c282) at _pf _test+0x706

_i p_out put (dOb6a200, 0,0, 0,0) at _ip_out put +Oxb67
_icnp_send(dOb6a200, 0, 1, a012) at _icnp_send+0x57
_icnp_reflect(dOb6a200,0,1,0,3) at _icnp_reflect+0x26b

_icnp_i nput (dOb6a200, 14, 0, 0, dOb6a200) at _icnp_i nput +0Ox42c

_i pv4_i nput (dOb6a200, e289f 140, d0a489e0, e289f 140) at _i pv4_i nput +Ox6eb
_ipintr(10, 10, e289f 140, e289f 140, e28cbd38) at _i pi ntr+0x8d

Bad franme pointer: Oxe28cbcac

ddb>

Thistells us what function calls lead to the crash.

To find out the particular line of C code that caused the crash, you can do the following:
Find the source file where the crashing function is defined in. In this example, that would be pf_route() in sys/net/pf.c.
Recompile that source file with debug information:

# cd /usr/src/sys/arch/ $(unane -m/ conpil e/ GENERI C/
# rmpf.o
# DEBUG=-g make pf.o

Then use objdump(1) to get the disassembly:

# objdunp --line --disassenble --reloc pf.o >pf.dis

In the output, grep for the function name (pf_route in our example):
# grep "< pf_route>" pf.dis
00007d88 <_pf _route>:

Take thisfirst hex number and add the offset from the 'Stopped at' line: 0x7d88 + 0x263 == Ox7feb.
Scroll down to that line (the assembler instruction should match the one quoted in the 'Stopped at' line), then up to the
nearest C line number:
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# nore pf.dis
[usr/src/sys/arch/i386/conmpile/ GENERIC/../../../../net/pf.c:3872

7fev: of b7 43 02 nmovzw  0x2( %ebx) , Y%eax

7f eb: 8b 57 40 nov 0x40( %di ), Y%edx

7f ee: 39 dO cnp %edx, Yeax

7ff0: of 87 92 00 00 00 ja 8088 <_pf _rout e+0x300>

So, it's precisely line 3872 of pf.c that crashes:

# cat -n pf.c | head -n 3872 | tail -n 1
3872 if ((u_intle t)ip->ip_len <= ifp->if_mu) {

Note that the kernel that produced the crash output and the object file for objdump must be compiled from the exact same
source file, otherwise the offsets won't match.
If you provide both the ddb> trace output and the relevant objdump section, that's very helpful.

[FAQ Index] [To Section 1 - Introduction to OpenBSD] [To Section 3 - Getting started with OpenBSD]
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3.1 - Buying an OpenBSD CD set

Purchasing an OpenBSD CD set is generally the best way to get started. Visit the ordering page to
purchase your copy: OpenBSD ordering page.

There are many good reasons to own an OpenBSD CD set:

. CD sales support ongoing development of OpenBSD.

. Development of a multi-platform operating system requires constant investment in equipment.

« Your support in the form of a CD set purchase has areal impact on future development.
. The CDs contains binaries (and source) for the most popular supported platforms.

. The CDs are bootable on severa platforms, and can be used to bootstrap a machine without a pre-

existing installed operating system.
. The CDsare useful for bootstrapping even if you choose to install a snapshot.
. Installing from CD isfaster! Installing from CD preserves network connectivity resources.

. OpenBSD CDs always come with very nice stickers. Y our system isn't fully complete without

these. Y ou can only get these stickers by buying a CD set or donating hardware.
. OpenBSD CD sets come with an assortment of useful and popular packages. The CD set is
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complete enough to bring up afull work and development environment without any network
connection at all.

If you'reinstalling arelease version of OpenBSD, you should use a official CD set.
3.2 - Buying OpenBSD T-Shirts

Y es, OpenBSD has T-shirts for your wearing enjoyment. Y ou can view these at the OpenBSD T-shirts
page. Enjoy :)

3.3 - Does OpenBSD provide an ISO image for download?

For select platforms, yes!

Most platforms that are able to boot from CD-ROM have 1SO images available for download which can
be used to create bootable OpenBSD install CD-ROMs. Both "full install” (all files needed for afull
OpenBSD ingtall, named install48.is0) and "boot only" (for installing from a network file source, named
cd48.iso) 1SOs are provided for these platforms.

Note, these | SO files are not the same as the official CD set. These images are for single platforms, and
do not include any of the pre-compiled packages, stickers, or artwork that the official CD set does.

However, 1SO fileinstallation is NOT the optimum installation method for many people. It isstill
usually faster and simpler to download the boot media and then install just the portions needed.
However, for those who wish to do a number of installations, or can not figure out how to drop ten files
on aCD-ROM or set up alocal FTP server, ISOs are available.

The OpenBSD project does not make the I SO images used to master the official CDs available for
download. The reason is simply that we would like you to buy the CD setsto help fund ongoing
OpenBSD development. The official OpenBSD CD-ROM layout is copyright Theo de Raadt. Theo does
not permit people to redistribute images of the official OpenBSD CDs. As an incentive for people to buy
the CD set, some extras are included in the package as well (artwork, stickers etc).

Note that only the CD layout is copyrighted, OpenBSD itself is free. Nothing precludes someone else
from downloading OpenBSD and making their own CD.

For those that need a bootable CD for their system, bootdisk SO images (named cd48. i so) are
available for anumber of platforms which will then permit the rest of the system to be installed via FTP.
These |SO images are only afew megabytesin size, and contain just the installation tools, not the actual
file sets.
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3.4 - Downloading via FTP, HTTP or AFS

There are numerous international mirror sites offering FTP and HT TP access to OpenBSD releases and
snapshots. AFS accessis also available. Y ou should always use the site nearest to you. Before you begin
fetching arelease or snapshot, you may wish to use ping(8) and traceroute(8) to determine which mirror
siteis nearest to you and whether that mirror is performing adequately. Of course, your OpenBSD
release CD is aways closer than any mirror. Access information is here:

OpenBSD FTP page.

3.5 - Selecting Hardware

Selecting appropriate hardware to run your OpenBSD system on isimportant, asit can mean the
difference between success and failure of a project.

If you are shopping for anew PC, whether you are buying it piece by piece or completely pre-built, you
want to make sure first that you are buying reliable parts. In the PC world, thisis not easy. Bad or
otherwise unreliable or mismatched parts can make OpenBSD run poorly and crash often. The
best advice we can give isto be careful, and buy brands and parts that have been reviewed by an
authority you trust. Sometimes, a higher-price machine is a better quality machine. Other times, it is
simply more expensive.

There are certain things that will help bring out the maximum performance of your system:

. Let theapplication chose the hardware: It isusually better to make an adjustment to the
hardware you were planning on using rather than compromising on your application design
because you have something you "really wanted to use".

. ldentify your bottlenecks: Don't pay extrafor the cutting-edge processor if your application is
restricted by disk 1/0. Don't pay for fast disk if your system is restricted by network speed. Don't
pay for much of anything if your bottleneck is a 128kbps DSL line.

. Keep it simple: Simple hardware usually has simple problems. Complex hardware that isn't
supposed to ever break may take you along timeto repair when it breaks anyway.

. Usehardware you understand, or learn the new hardwar e before you implement a
production system: Regardless of the technical merits of the hardware, committing to use a
particular type of hardware before you have become familiar with it, both how it works and how
it fails, isfoolish.

. Use multipledisks: Instead of buying one large disk, buy multiple smaller disks. While this may
cost more, distributing the load over multiple spindles will decrease the amount of time necessary
to access data on the disks. And, with more spindles, you can get more reliability and faster data
access with RAID.

. Break up large blocks of storage: Many people make the mistake of designing a system that
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stores large amounts of datato have one Big Block of Storage. Thisis usually abad design. You
will usually find it much better to break up your storage into manageable blocks. This has many
advantages, two of the biggest being that you can add more storage later when you need it easily
(you weren't going to get the requirements estimate right, no one ever does), and you can buy a
small amount of storage now, and add much more later when the price will have most likely
dropped and the capacity will have increased.

. Avoid cheap network adapters. OpenBSD supports a plethora of cheap network adapters.
These adapters work great in home systems, and low or moderate throughput business and
research environments. But, if you need high throughput and low impact on your server, you are
better off buying a quality network adapter. Unfortunately, some name-brand adapters are not
much better than the cheap adapters, and some potentially good adapters do not have accurate
documentation available to write good drivers. Gigabit adapters often perform better than
10Mbps/100M bps adapters, even when used on slower speed networks, due to superior buffering.

3.6 - What is an appropriate "first system" to learn OpenBSD
on?

While OpenBSD will run on asmaller, older and less powerful computer than just about any other
modern OS, if you are just getting started with OpenBSD, using too little machine can be frustrating.
The following guidelines are ONLY guidelines, OpenBSD will run very well on much more modest
equipment than is listed here, but it may be more frustrating than needed for afirst-time user.

. Platform: Use a platform you are familiar with already. When you are learning a new operating
system, it isavery bad time to aso be learning a new platform. We'll assume you are going to be
using the 1386 platform here, asit is probably the one most people are familiar with.

« Processor: 100MHz Pentium or better processor. Y es, OpenBSD will run on a 25MHz 80486,
but you won't want to do the experimenting and messing up and reloading you need to do to
really get to know the system on a slow machine. The primary irritation you will first encounter
with a processor slower than thisisthe time it takes to SSH into the box. If you wish to run X,
you probably want to move up to at least 200MHz. X actually runs pretty well on a slower
machine once loaded, but it takes awhile to load and start.

. 64M RAM or better: If you wish to run X, 128M would be a better starting point.

. Hard disk: A 1G hard disk will give you an easy install of asimple system, such asafirewall,
DNS server, or similar. If you wish to rebuild the system from source, you will probably want a
4G disk, and if you wish to rebuild X aswell, you will want 6G or bigger. IDE is recommended
to start with. If you have a much larger disk, don't feel the obligation to allocate all the disk
initialy -- there is nothing wrong with leaving 72G of an 80G hard disk unallocated if all you
need is 8G.

. Network adapter: Use a PCl adapter. If you are planning on putting multiple network adapters
in the machine, write the MAC address on the spine of the card before putting the cover on.
While the urge to use that old I SA adapter you have may be strong, resist. Y ou probably don't
remember how to properly configureit.
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. Multibooting: For your first OpenBSD installation, don't attempt to multiboot with another OS.
Multibooting is a difficult process to get right, and you must understand all the OSsinvolved well

before attempting this, which is clearly not the case on your first installation. It is very possible
you could accidently delete all data on the system. Rather, use a dedicated computer, or at least, a
dedicated disk on a machine.

. Laptops: While many laptops work very well with OpenBSD, they are sometimes not the easiest
systemsto get running well, so alaptop might not be the best choice for your first OpenBSD
install. However, once you are comfortable with OpenBSD, alaptop can be avery useful tool.

. New hardware: Brand new, cutting-edge hardware is sometimes not yet supported by
OpenBSD, so for your first OpenBSD system, a slightly older machine is recommended.

Obvioudly, "more the better" to a point. Some popular applications, seemingly can use as much
processor and memory as you can throw at the system.

[FAQ Index] [To Section 2 - Other OpenBSD Information Resources] [To Section 4 - Installation
Guide]
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. 4.14 - Customizing the install process
. 4.15 - How can | install a number of similar systems?
. 4.16 - How can | get admesg(8) to report an install problem?

4.1 - Overview of the OpenBSD installation procedure

OpenBSD has long been respected for its ssmple and straight forward installation process, which is consistent across all
platforms.

All platforms use a very similar installation procedure, however there are some minor differences in details on afew
platforms. In al cases, you are urged to read the platform-specific INSTALL document in the platform directory on the
CD-ROM or FTP sites (for example, i 386/ 1 NSTALL. i 386, macppc/ | NSTALL. macppc or spar c/ | NSTALL.
spar c).

The OpenBSD installer is a special kernel with anumber of utilities and install scripts embedded in a pre-loaded RAM
disk. After this kernel is booted, the operating system is extracted from a number of compressed tar(1) (. t gz) filesfrom
a source other than this pre-loaded RAM disk. There are several waysto boot thisinstall kernel:

. Floppy disk: OpenBSD can beinstalled on many platforms by booting an installer from a single floppy disk.
However, due to space constraints, some larger platforms (sparc64, amd64, apha) do not have some utilities
which may be important to you, such asa DHCP client to configure the network. For these platforms, you may do
better with the CD install. However, for platforms like 1386 and sparc, you will find the boot floppy very
compl ete.

Floppy disk images are provided which can be used to create an install floppy on another Unix-like system, or on
aWindows system. Typical filenamesaref | oppy48. f s, though several platforms have multiple floppy
images available.

. CD-ROM: On several platforms a CD-ROM image (cd48. i so for just booting, ori nst al | 48. i so for the
entireinstall) is provided allowing creation of a bootable CD-ROM.

. Existing partition: The RAM disk kernel can be booted off an already existing partition for an upgrade or
reinstall.

. Network: Some platforms support booting over a network (for example using PXE or other network boot).

. Writing afile system image to disk (miniroot): afilesystem image that can be written to an existing partition,
and then can be booted.

. Bootable Tape: Some platforms support booting from tape. These tapes can be made following the INSTALL.
platforminstructions.

Not every platform supports all boot options:

. alpha: Floppy, CD-ROM, network, writing a floppy image to hard disk.
. amd64: Floppy, CD-ROM, network.

. armish: Varies by machine.

. hp300: CD-ROM, network.

. hppa: Network.

. 1386: Floppy, CD-ROM, network.
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. landisk: miniroot, installed using another computer.

. macppc: CD-ROM, network.

. mvme68k: Network, bootable tape.

. mvme88k: Network, bootable tape.

. sparc: Floppy, CD-ROM, network, writing image to existing swap partition, bootable tape.
. sparc64: Floppy (U1/U2 only), CD-ROM, network, writing image to existing partition.

. vax: Floppy, network.

. zaurus. Boot bsd.rd from Linux partition. See INSTALL .zaurus for details.

All platforms can also use a bsd.rd to reinstall or upgrade.

Once theinstall kernel is booted, you have several options of where to get the install file sets. Again, not every platform
supports every option.

. CD-ROM: Of course, we prefer you use the Official CD-ROM set, but you can alsousei nstal | 48. 1 so or
you can also make your own.

. FTP: Either one of the OpenBSD FTP mirror sites or your own local FTP server holding the file sets.

. HTTP: Either one of the OpenBSD HTTP mirror sites or your own local web server holding the file sets.

. Local disk partition: In many cases, you can install file sets from another partition on alocal hard disk. For
example, on 1386, you can install from a FAT partition or a CD-ROM formatted in 1SO9660, Rock Ridge or Joliet
format. In some cases, you will have to manually mount the file system before using it.

. NFS: Some platforms support using NFS mounts for the file sets.

. Tape: File sets can also be read from a supported tape. Details on creating the tape arein the | NSTALL. platform
document.

4.2 - Pre-installation checklist

Before you start your install, you should have some idea what you want to end up with. Y ou will want to know the
following items, at least:

. Machine name
. Hardwareinstalled and available
o Verify compatibility with your platform's hardware compatibility page
o If ISA, you also need to know hardware settings, and confirm they are as OpenBSD requires.
. Install method to be used (CD-ROM, FTP, €tc.)
. Should an important bug be found, how will the system be patched?
o If donelocally, you will need to have sufficient space available for the source tree and building it.
o Otherwise, you will need access to another machine to build a patched rel ease on.

. Desired disk layout
1 Does existing data need to be saved elsewhere?
o Will OpenBSD coexist on this system with another OS? If so, how both will be booted? Will you need to
install a"boot manager"?
o Will the entire disk be used for OpenBSD, or do you want to keep an existing partition/OS (or space for a
future one)?
s How do you wish to sub-partition the OpenBSD part of your disk?
. Network settings, if not using DHCP:
s Domain name
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1 Domain Name Server(s) (DNS) address
o |P addresses and subnet masks for each NIC
1 Gateway address

. Will you be running the X Window System?

4.3 - Creating bootable OpenBSD install media
As examples, we will look at the installation images available for the i386 and sparc platforms.
The 1386 platform has six separate installation disk images to choose from:

. €d48. i soisan 1S09660 image that can be used to create a bootable CD with most popular CD-ROM creation
software on most platforms. Thisimage has the widest selection of drivers, and is usually the recommended
choiceif your hardware can boot from a CDROM.

. cdenu48. i so isan 1S09660 image, using "floppy emulation” booting, using a 2.88M floppy image. It is hoped
that few people will need thisimage -- most people will usecd48. i so, only usecdenu48. i soif cd48.i so
doesn't work for you.

. install 48.i soisan|S09660 image, containing al the standard install files. Thisfile can be used to create a
CD that can do a stand-alone OpenBSD install.

. Tl oppy48. f s (Desktop PC) supports many PCI and ISA NICs, IDE and ssimple SCSI adapters and some
PCMCIA support. Most users will use thisimage if booting from afloppy

. fl oppyB48. f s (Servers) supports many RAID controllers, and some of the less common SCSI adapters.
However, support for many standard SCSI adapters and many EISA and ISA NICS has been removed.

. Tl oppyCA48. f s (Laptops) supports the CardBus and PCMCIA devices found in many |aptops.

The sparc platform has four separate installation disk images to choose from:

. fl oppy48. fs: Supports systemswith afloppy disk.

. €d48. i so An1SO image usable to make your own CD for booting SPARC systems with a CD-ROM.

. mniroot 48. f s Can be written to a swap partition and booted.

. install 48.i soisan1S09660 image, containing al the standard install files. Thisfile can be used to create a
CD that can do a stand-alone OpenBSD install.

On modern platforms, you are best advised to use the CDROM boot images, as in some of the "bigger" platforms (such
as amd64, sparc64), the floppy images have had to have alot of drivers and utilities cut out, which can make installation
much more difficult. Older platforms, such asi386 and sparc, are still quite installable from floppy.

4.3.1 - Making a CD-ROM

Y ou can create a CD-ROM using thecd48. i so ori nst al | 48. i so files. The exact details here are |eft to the reader
to determine with the tools they have at their disposal.

In OpenBSD, you can create a CD from an 1SO image using cdio(1):

# cdio tao cd48.i so
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Most CD recorders sold for Windows and Macintosh systems come with software that can burn SO images to blank
media. If yours does not, there are various no-cost applications that can do this for you.

Other Unix-like systems use applications such as cdrkit.

4.3.2 - Creating floppies on Unix
Precise details and device names may vary from Unix variant to Unix variant; use what is appropriate for your system.

To create aformatted floppy, use the fdformat(1) command to both format and check for bad sectors.

# fdf ormat /dev/rfdOc
Format 1440K floppy " /dev/rfdOc'? (y/n): y
Processi ng VWWWWWWWWWWWWWWWWWWVYWWWV done.

If your output is like the above example, then the disk is OK. However, if you do not see ALL "V™"'sthen the disk is most
likely bad, and you should try a new one.

To write the image file to the disk, use dd(1). An example usage of dd( 1) isbelow:

# dd i f=fl oppy48.fs of=/dev/rfdOc bs=32k

Once the image is written, check to make sure that the copied image is the same as the original with the cmp(1)
command. If the diskette isidentical to the image, you will just see another prompt.

# cnp /dev/rfdOc floppy4d8.fs

4.3.3 - Creating floppies on Windows

To prepare afloppy in Windows, first use the native formatting tools to format the disk, verifying that the disk has no bad
sectors.

To write the installation image to the prepared floppy you can use nt r w. exe, which can be downloaded from the tools
directory on any of the FTP mirrors.

Example usage of ntrw:

C\> ntrw fl oppy48.fs a:

3.5", 1.44MB, 512 bytes/sector
bufsize is 9216

1474560 bytes witten
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4.4 - Booting OpenBSD install media

Booting i386/amd64

Booting an install media on the 1386 and amd64 PC platforms is nothing new to most people. Y our system will have to
be instructed to boot from whatever media you have chosen to use, usually either through a BIOS setup option. If you
want to boot from CD, your system BIOS must able to and be set to boot from CD. Some older systems do not have this
option, and you must use a floppy for booting your installation image. Don't worry though; even if you boot from floppy
you can still install from the CD if it is supported by OpenBSD (i.e., amost all IDE drives).

You can also install by booting bsd.rd from an existing OpenBSD partition, or over the network using the PXE boot
process.

Booting sparc/sparc64
NOTE: On the sparc64 platform, only the SBus machines (Ultra 1, Ultra 2) are bootable from floppy.

Y ou will need the system to be at a monitor ROM prompt, which typically lookslike "ok ™. If you are using a Sun
keyboard, press and hold "STOP" while tapping "A". If using a serial console, a BREAK should return you to the
monitor prompt.

Use the following command to boot from the floppy:

ok boot fl oppy

Usually, you can boot from the CDROM drive of a Sun system from the boot prompt by typing 'boot cdr oni:

ok boot cdrom

4.5 - Performing a simple install

OpenBSD's new installer is designed to install and configure OpenBSD in a very usable default configuration with very
little user intervention. In fact, you can often just hit ENTER a number of times to get a good OpenBSD install, moving
your handsto the rest of the keyboard only to enter the root password.

Theinstaller will create a partitioning plan based on the size of your hard disk. While thiswill NOT be a perfect layout
for al people, it provides agood starting point and a good overall strategy for figuring out what you need.

We will start with avery smpleinstall, with brief discussions of the options provided, and using the magic of hypertext
links, allow you to read more on the topics that interest you and explore your options.

Installation notes for each platform are on theinstall CDs and FTP servers, inthefilel NSTALL. <pl at >, where
<plat> isyour platform, for instance, i 386.
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4.5.1 - Starting the install

Whatever your means of booting is, it is now time to use it. During the boot process, the kernel and all of the programs
used to install OpenBSD are loaded into memory. Once the install kernel is booted, the boot mediais no longer needed,
everything runs from the RAM disk. Y ou can actually remove the CD or floppy you booted from at this point, assuming
you don't need the CD for installation files.

At amost any point during the OpenBSD install process, you can terminate the current install attempt by hitting CTRL-C
and can restart it without rebooting by running i nst al | at the shell prompt. You can also enter a"!" at most placesin
the installation to get to a shell prompt, then exit the shell to return to the installer.

When your boot is successful, you will see alot of text messages scroll by. This text, on many architecturesin white on
blue, isthe dmesg, the kernel telling you what devices have been found and how they are hooked to other devices. A

copy of thistext issaved as/ var / r un/ dmesg. boot .

Then, you will see the following:

root on rdOa swap on rdOb dunp on rdOb
erase *?, werase "W kill ~U, intr "C, status ~T

Wel cone to the OpenBSD/i 386 4.8 installation program
(I)nstall, (U pgrade or (S)hell? i

And with that, we reach our first question. Y ou have the three options shown:

. Install: load OpenBSD onto the system, overwriting whatever may have been there. Note that it is possible to
leave some partitions untouched in this process, such asa/ home, but otherwise, assume everything elseis
overwritten.

. Upgrade: Install anew set of install files on this machine, but do not overwrite any configuration information,
user data, or additional programs. No disk formatting is done, nor arethe/ et ¢ or / var directories overwritten.
A few important notes:

o You will not be given the option of installing the et c48. t gz file. After theinstall, you will haveto
manually merge the changes of et c48. t gz into your system before you can expect it to be fully
functional. Thisis an important step which must be done, as otherwise certain key services (such as pf(4))
may not start.

n The Upgrade processis not designed to skip releases! While thiswill often work, it is not supported. For
OpenBSD 4.8, upgrading 4.7 to 4.8 is the only supported upgrade. If you have to upgrade from an older
version, upgrade to intermediate versionsfirst, or if the system is very out-of-date, consider a complete
reinstall.

More information on upgrading between releases can be found in the OpenBSD Upgrade Guide 4.8.

. Shell: Sometimes, you need to perform repairs or maintenance to a system which will not (or should not) boot to a
normal kernel. This option will allow you to do maintenance to the system. A number of important utilities are
available on the boot media.

We are assuming you are choosing "(l)nstall" here.
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4.5.2 - The Install Questions

Now we start getting the questions that will define how the system is set up. Y ou will note that in most cases, all the
guestions are asked up front, then the installation takes place. If you have a slow computer or a slow Internet connection,
you will be able to answer these questions, walk away, come back later and only have to reboot the system to complete
theinstall.

At any pronpt except password pronpts you can escape to a shell by
typing '!". Default answers are shown in []'s and are sel ected by

pressing RETURN. You can exit this programat any tinme by pressing
Control -C, but this can | eave your systemin an inconsistent state.

Choose your keyboard layout ('?" or 'L' for list) [default] Enter

In most cases, the default keyboard layout (or terminal type if a serial console install is being done) is appropriate;
however don't just take the default, respond appropriately.

Syst em host nanme? (short form e.g. 'foo') puffy

This value, along with the DNS domain name (specified below), will be saved inthefile/ et ¢/ nynamne, which is used

during normal boot to set the hostname of the system. If you do not set the domain name of the system, the default value
of 'my.domain’ will be used.

Avai |l abl e network interfaces are: fxp0O vlanO.
Wi ch one do you wish to configure? (or 'done') [fxpO] Enter

vl an0 isthe VLAN virtual interface. For our purposes here, we are going to ignore this option and stick to the physical
interfaces. If you have multiple physical interfaces, they will be listed here. Note that they are identified by driver name,
not generic Ethernet devices. In this case, "f xp0" refersto the first device using the fxp(4) driver, f xp1 would be the

second device, etc. More on device namingisin FAQ 6.

After selecting the device you wish to configure, you will now configureit. In many cases, you will want to configure it
using DHCP:

| Pv4 address for fxp0? (or 'dhcp' or 'none') [dhcp] Enter

| ssui ng host nanme- associ ated DHCP request for fxpO.

DHCPDI SCOVER on fxp0 to 255.255. 255. 255 port 67 interval 1
DHCPOFFER from 192. 168. 1. 250 (08: 00: 20: 94: Ob: c8)
DHCPREQUEST on fxp0 to 255.255. 255. 255 port 67

DHCPACK from 192. 168. 1. 250 (08: 00: 20: 94: Ob: c8)

bound to 192.168.1.199 -- renewal in 43200 seconds.
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DHCP will configure the IP address, subnet mask, default gateway, DNS domain name and DNS servers. If you are not
using DHCP, you will need to specify all these things manually; see the more detailed discussion below.

If you have any IPv6 configuration to do or there are other interfaces to configure (or you don't like how you configured
the previous one), you can do that now, but in our case, we are done:

| Pv6 address for fxp0? (or 'rtsol' or 'none') [none] Enter
Avai |l abl e network interfaces are: fxpO vl anO.

Wi ch one do you wish to configure? (or 'done') [done] Enter
Usi ng DNS domai nnane in.nickh.org

Usi ng DNS naneservers at 192.168. 1. 252

Do you want to do any manual network configuration? [no] Enter

If you answer "yes" to the "manual network configuration" question, you will be placed at a shell prompt, where you can
configure anything else that needs configuration, then type "exit" to return back to the install program.

Password for root account? (wll not echo) PaSsWRd
Password for root account? (again) PaSsWRd

Use a secure password for the root account, remember: on the Internet, they ARE out to get into your computer, they will
be trying lots of common passwords people think are really clever.

You will later be given a chance to create an administrative account and disable remote (SSH) access to the root account,
but you still want a good password on your root account.

Start sshd(8) by default? [yes] Enter

Usually, you will want sshd(8) running. If your application has no need for sshd(8), thereisasmall theoretical security
advantage to not having it running.

Start ntpd(8) by default? [no] vy
NTP server? (hostname or "default') [default] Enter

Y ou are here given an option of running OpenNTPD, OpenBSD's NTP implementation. OpenNTPD is alow-impact way
of keeping your computer's clock accurately synchronized. The default configuration, using pool.ntp.org, uses alarge
number of free-access time servers around the world.

One reason you may NOT want to run ntpd(8) isif you are running a dual-boot system mostly using another OS which
doesn't use a GM T-set hardware clock, as you don't want OpenBSD altering the time for your other OS.

http://www.openbsd.org/fag/fagd.html (9 of 43)4/28/2011 5:49:26 PM


http://www.pool.ntp.org/

4 - OpenBSD 4.8 Installation Guide

Do you expect to run the X Wndow Systenf [yes] Enter

Not all platformswill ask if you expect to run X, those that do require a sysctl to be set to use X. Answering "y" here will
modify / et ¢/ sysct| . conf toincludethelinermachdep. al | owapert ur e=1 or machdep.
al | owaper t ur e=2, depending on your platform.

If you do not intend to run X on this system or are not sure, answer 'N' here, as you can easily changeit by editing/ et c/
sysct | . conf and rebooting, should you need to later. There is a potential security advantage to leaving this aperture
driver xf86(4) disabled, as the graphics engine on a modern video card could potentially be used to alter memory beyond
the processor's control. Note that non-graphical applications that require X libraries and utilities to run do NOT need this
sysctl to be set.

Do you want the X Wndow Systemto be started by xdm(1)? [no] vy

xdm(1) startsthe X environment at system boot. We'd recommend doing this at install only if you are very confident that
X will work on your system by default. Otherwise, configure X before setting up xdm(1).

Change the default console to conD? [no] Enter

If you wish to configure a serial console rather than your system's default (usually a keyboard and monitor), thisis your
chance. If you change the default to "y", you will be prompted to set the bit-rate. Note that for serial consoles, faster is
not always better, taking your platform's default is highly recommended.

Setup a user? (enter a |ower-case |oginnane, or 'no') [no] Enter
Y ou are being given an opportunity to create a user OTHER than root for system maintenance. This user will be a
member of the "wheel" group so they can run su(1) and you will be prompted for a password.
Note that if you wish to create the user, enter the user's name, not "y" or "yes'.

What tinezone are you in? ("?" for list) [Canada/ Mountain] US/ M chi gan
OpenBSD assumes your computer's real-time clock (RTC) is set to GMT, but you also have to specify what time zone

you are in. There may be several valid answers for your physical location. Hitting "?" at the prompt will help guide you
to finding avalid time zone name.

Note that the installer will quite often guess correctly for your time zone, and you can then just hit "Enter”.

More on setting the time zone here.
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4.5.3 - Setting up disks

I mportant Note: Userswith a large hard disk (larger than was commonly available when your computer was made) will
want to see this section before going any further.

Laying out your disk appropriately is probably the most difficult part of an OpenBSD install.

Setting up disksin OpenBSD varies a bit between platforms. For 1386, and64, macppc, zaurus and armish, disk setup is
done in two stages. First, the OpenBSD dlice of the hard disk is defined using fdisk(8), then that slice is subdivided into
OpenBSD partitions using disklabel (8).

Some users may be alittle confused by the terminology used here. It will appear we are using the word "partition” in two
different ways. This observation is correct. There are two layers of partitioning in the above OpenBSD platforms, the
first, one could consider the Operating System partitioning, which is how multiple OSs on one computer mark out their
own space on the disk, and the second one is how the OpenBSD partition is sub-partitioned into individual filesystems.
Thefirst layer isvisible asadisk partition to DOS, Windows, and any other OS that uses this disk layout system, the
second layer of partitioning is visible only to OpenBSD and those OSs which can directly read an OpenBSD filesystem.

OpenBSD's new installer attempts to make your disk layout tasks easier by having a sane default for "general” use. Note
that many people will still want to customize the default, or use their own disk layout, but new users should probably
start with this configuration until they see what they need to do differently. Note that the default layout will vary
depending on how large your disk systemis.

For now, we'll take the defaults on our 40G disk.

Avai |l abl e di sks are: wdO.
Wi ch one is the root disk? (or 'done') [wdO]

Di sk: wdO geonetry: 4863/255/63 [ 78125000 Sect or s]
Ofset: O Si gnat ure: 0xAA55
Starting Endi ng LBA | nfo:
#.id C H S- C H S]] start: si ze ]
0: 06 0 1 1 - 521 254 63 | 63: 8385867 ] DCS > 32MB
1. 00 0 0 0 - 0 0 0 [ 0: 0 ] unused
2: 00 O 0 O - 0O 0 O] 0: 0 ] unused
3: 00 0O O O - 0O 0 O] 0: 0 ] unused

Use (Whole disk or (Eydit the MBR? [whol e] Enter
Setting OQpenBSD MBR partition to whol e wdO. .. done.

Note that this disk has a pre-existing partition on it -- using "whole" disk will remove it!.
Setting up the "whole" disk for OpenBSD does a number of important things:

. erases any existing partitions on the disk

. createsan MBR and disk signature so the disk can be booted
. Creates an OpenBSD partition using the entire disk

. Setsthat partition as "active".
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There are many times when you won't want to do that, including:

. Youwish to retain other OS partitions
. Youwishtoretain "setup”, "suspend to disk”, or other system partitions
« You wish to build a multi-booting system

Notethat it is critical that a new (or never-used for booting) drive hasavalid MBR, avalid signature, an OpenBSD
partition, and a partition flagged as "active". If you don't do these things using the "Use whole disk™ option, you need to
manually make sure they get done.

More information on fdisk partitioning your disk below.

Now we will break up our OpenBSD fdisk partition into OpenBSD disk partitions using disklabel (8):

Setting OQpenBSD MBR partition to whol e wdO. .. done.
The auto-all ocated [ ayout for wdO is:

# si ze of fset fstype [fsize bsize cpg]
a: 1024. OM 63 4.2BSD 2048 16384 1 #/
b: 507. 1M 2097215 swap
C: 38147. 0M 0 unused
d: 2620. 4M 3135791 4.2BSD 2048 16384 1 # /tnp
e: 4143. 1M 8502287 4. 2BSD 2048 16384 1 # /var
f: 2048. OM 16987323 4. 2BSD 2048 16384 1 # [usr
g: 1024. OM 21181627 4.2BSD 2048 16384 1 # /usr/ X11R6
h: 3610. 7M 23278779 4. 2BSD 2048 16384 1 # /usr/loca
I 1961. 6M 30673543 4. 2BSD 2048 16384 1 # [usr/src
j: 1961. 6M 34690971 4.2BSD 2048 16384 1 # /usr/ obj
K: 19245. 9M 38708399 4. 2BSD 2048 16384 1 # / hone

Use (A)uto layout, (E)dit auto layout, or create (CQustom|ayout? [a] Enter
Theinstaller has presented us with its proposed "Auto layout” for OpenBSD partitions on our disk, which we are going to
accept.

If the proposed layout is not appropriate for your needs, you can, of course, edit the default or customize it completely,
more details on the disklabel partitioning below.

NOTE for re-installers: The new installer will not clear your old disklabel if you chose " (C)ustom Layout", but you will
need to re-specify each mount point using the 'm’ option in disklabel (8).

The installer now creates those partitions and creates file systems on them using newfs(8), and mounts them for
installation:
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/ dev/rwdOa: 1024.0MB in 2097152 sectors of 512 bytes
6 cylinder groups of 202.47MB, 12958 bl ocks, 25984 i nodes each

/ dev/ rwdOk: 19245.9MB in 39415696 sectors of 512 bytes

96 cylinder groups of 202.47MB, 12958 bl ocks, 25984 i nodes each
/ dev/ rwd0d: 2620.4MB in 5366496 sectors of 512 bytes

13 cylinder groups of 202.47MB, 12958 bl ocks, 25984 inodes each
/ dev/ rwdOf : 2048. 0MB in 4194304 sectors of 512 bytes

11 cylinder groups of 202.47MB, 12958 bl ocks, 25984 inodes each
/ dev/ rwdOg: 1024.0MB in 2097152 sectors of 512 bytes

6 cylinder groups of 202.47MB, 12958 bl ocks,

25984 i nodes each

/ dev/ rwdOh: 3610. 7MB in 7394764 sectors of 512 bytes

18 cylinder groups of 202.47MB, 12958 bl ocks, 25984 inodes each

/dev/rwdQOj: 1961.6MB in 4017428 sectors of 512 bytes

10 cyli nder groups of 202.47MB, 12958 bl ocks, 25984 inodes each

/ dev/rwdOi: 1961.6MB in 4017428 sectors of 512 bytes

10 cylinder groups of 202.47MB, 12958 bl ocks, 25984 inodes each

/ dev/ rwdOe: 4143. 1MB in 8485036 sectors of 512 bytes

21 cylinder groups of 202.47MB, 12958 bl ocks, 25984 i nodes each

/ dev/wdOa on /mmt type ffs (rw, asynchronous, | ocal)

/ dev/ wdOk on /mt/home type ffs (rw, asynchronous, |ocal, nodev, nosuid)

/ dev/wdOd on /mmt/tnp type ffs (rw, asynchronous, |ocal, nodev, nosuid)

/ dev/wdOf on /mmt/usr type ffs (rw, asynchronous, |ocal, nodev)

/ dev/wdOg on /mmt/usr/ X11R6 type ffs (rw, asynchronous, |ocal, nodev)

/ dev/wdOh on /mmt/usr/l ocal type ffs (rw, asynchronous, |ocal, nodev)

/ dev/wdOj on /mmt/usr/obj type ffs (rw, asynchronous, |ocal, nodev, nosuid)
/ dev/wdOi on /mmt/usr/src type ffs (rw, asynchronous, |ocal, nodev, nosuid)
/ dev/wdOe on /mmt/var type ffs (rw, asynchronous, |ocal, nodev, nosuid)

Y ou will note there is a c partition we seem to have ignored. This partition is your entire hard disk; don't attempt to alter
it.

4.5.4 - Choosing installation media and file sets

Next, you will get a chance to choose your installation media. In this case, we will install from an FTP server.

Location of sets? (cd disk ftp http or 'done') [cd] ftp
HTTP/ FTP proxy URL? (e.g. 'http://proxy:8080', or 'none') [none] Enter
Server? (hostnane, list#, 'done' or '?') [mirror.exanple.org] obsd.cec.ntu.edu

If you can't remember your favorite (or any!) mirror's location, the installer will often be able to come up with a default
of amirror which will work well for you. Otherwise, hit "?" to have alist of mirrors displayed, and select the number of a
mirror that will work well for you.

Server directory? [pub/ OpenBSD/ 4. 8/i386] Enter
Logi n? [anonynous] Enter

The public FTP mirrors all support anonymous downloads, of course, but you may have alocal machine which requires a
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login and password.

Y ou can now adjust thelist of file sets.

Sel ect sets by entering a set nanme, a file nane pattern or '"all'. De-select
sets by prepending a '-' to the set nane, file nane pattern or "all'. Selected
sets are |labelled "[ X]".

[ X] bsd [X] etc48.tgz [ X] game48.tgz [ X] xfont48.tgz

[X] bsd.rd [ X] msc48.tgz [ X] xbase48.tgz [ X] xserv48.tgz

[ 1] bsd.np [ X] conp48.tgz [ X] xetc48.tgz

[ X] base48.tgz [ X] man48.tgz [ X] xshare48.tgz
Set nane(s)? (or 'abort' or 'done') [done] Enter

At abare minimum, you need to have akernel (bsd), the base48.tgz and etc48.tgz file sets. Unless you know what you
are doing, stick with the default sets. Y ou can add and remove file setsusing "+" and "-" charsin front of the file set
name, and also use wildcards:

. -conp48. t gz removesconp48. t gz
. +bsd. np adds bsd.mp
. - X* removesall X components

But again, we'll take the default. This machine is a single-processor system, so bsd.mp is not installed, but everything
elseis. If it could later be upgraded to a multi-processor system, you might want to install bsd.mp as well.

And now, we start our install! Thisisthe point at which you might want to come back |ater if you have a slow computer
or Internet connection, though with afast computer and local files, this process may take just a couple minutes or less!

bsd 100%|*************************************| 8647 KB OO 04
bsdrd 100%|*************************************| 6179 KB OO 03
base48tgz 100%|*************************************| 51606 KB 0146
etC48th 100%|*************************************| 507 KB 00 01
mSC48th 100%'*************************************| 356 KB OO 06

Con~p48tgz 100%|*************************************| 55031 KB 03 08
rran48tgz 100%|*************************************| 9013 KB OO 21
garre48tgz 100%|~k*****~k*****~k************************| 2568 KB OO 04
Xbase48tgz 100%|*************************************| 11516 KB OO 21
XetC48th 100%|******~k******************************| 71379 OO OO
XShal’e48th 100%|*************************************| 3243 KB OO 12
Xf0nt48th 100%|*************************************| 38485 KB OO 57
Xserv48tgz 100%|************~k************************| 20629 KB OO 39
Location of sets? (cd disk ftp http or 'done') [done] Enter

Yes, it isasking us again where we wish to install things from. Thisis so either missed, forgotten or failed file sets can be
re-installed, and aso so custom file sets can be installed.

Again, we just take the default, we are done installing files
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Saving configuration files...done.
Cenerating initial host.randomfile...done.
Maki ng al |l device nodes. .. done.

CONGRATULATI ONS! Your OpenBSD install has been successfully conpl et ed!
To boot the new system enter 'reboot’ at the command pronpt.

When you login to your new systemthe first tine, please read your nmail
using the "mail' conmmand.

#

4.5.5 - First boot!
OpenBSD is now installed on your system and ready for itsfirst boot, but before you do...
Before you reboot

At this point, your system isinstalled and ready to be rebooted and configured for service. Before doing this, however, it
would be wise to check out the Errata page to see if there are any bugs that would immediately impact you.

After you reboot

On your first boot, SSH keys will be generated. On modern computers, thiswill take a few seconds, you may not even

notice it happening. On older systems, it may take many minutes, potentially even an hour or more for realy slow
systems.

One of your first things to read after you install your system is afterboot(8).

Y ou may aso find the following links useful :

. Adding usersin OpenBSD

. Initial Network Setup

. Man Pages of popular/useful commands

. OpenBSD man pages on the Web

. The OpenBSD Packages and Ports system for installing software

4.5.6 - One last thing...

The OpenBSD developers ask you to Send in a copy of your dmesg. Thisisreally appreciated by the developers, and
ultimately, all users.

4.6 - Details for a more complex install

Sometimes you can't just take the defaults. Here is some more details on parts of the installation process.
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4.6.1 - Setting up the network

If you don't have a DHCP server available, you will have to set up your network adapter(s) manually. Here's an example:

Whi ch one do you wish to configure? (or 'done') [xl 0] Enter

| Pv4 address for x|l 0? (or 'dhcp' or 'none') [dhcp] 192.168.1.37
Net mask? [ 255. 255. 255. 0] 255. 255. 254. 0

| Pv6 address for xI0? (or 'rtsol' or 'none') [none] Enter

After that set of questions, you will be given a chance to configure any other network adapters that your machine has. If
you specify another network adapter here, the above questions repeat.

Avai |l abl e network interfaces are: xI 0 vl anO.
Wi ch one do you wish to configure? (or 'done') [done]

Now, you will set up the default gateway and DNS servers, things that impact all network adapters:

Default [ Pv4 route? (IPv4 address, 'dhcp' or 'none') 192.168.1.1

add net default: gateway 192.168.1.1

DNS domai n nane? (e.g. 'bar.com) [ny.domain] exanple.org

DNS nameservers? (I P address list or 'none') [none] 192.168.1.250 192.168. 1. 251

Note that multiple DNS servers can be listed, separated by spaces.

Sometimes, you will have to do something more, for example set up awireless access key or hard-set a duplex or speed
setting (don't do this unless you absolutely HAVE to, fixing your switch configuration is a much better idea!). You are
now given a chance to drop to the shell and do any manual configuration that you would like.

Do you want to do any manual network configuration? [no] y
Type "exit' to return to install.
# ifconfig xI 0 nedi a
xI 0: fl ags=8843<UP, BROADCAST, RUNNI NG, SI MPLEX, MULTI CAST> ntu 1500
| I addr 00:08: 74: 2c: df : 9c
groups: egress
nmedi a: Et hernet autosel ect (100baseTX full -dupl ex)
status: active
supported nedi a:
medi a 10baseT
medi a 10baseT nedi aopt full -dupl ex
nmedi a 100baseTX
medi a 100baseTX nedi aopt full -dupl ex
medi a aut osel ect
inet 192.168.1.37 netnmask OxfffffeO0O broadcast 192.168. 1. 255
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# ifconfig xI 0O nedia 100baseTX nedi aopt full -dupl ex
# ifconfig xI0
xI 0: fl ags=8843<UP, BROADCAST, RUNNI NG, SI MPLEX, MULTI CAST> ntu 1500
| I addr 00: 08: 74: 2c: df : 9c
groups: egress
medi a: Et hernet 100baseTX full -dupl ex
status: active
inet6 fe80::208: 74ff:fe2c:df 9c%l 0 prefixlen 64 scopeid Oxl
inet 192.168.1.37 netmask OxfffffeO0 broadcast 192.168. 1. 255
# exit
...Ssetup resunes..

(back to where we might have been)

4.6.2 - Setting the Time Zone

Timein Unix is not asimple thing (or put another way, time in Unix isareally simple thing, human timeis apolitically
manipulated mess). Time zone files help the system convert Unix time (the number of seconds past midnight GMT, Jan
1, 1970) to human time, taking into account things like time zones, daylight savings time (DST), DST rule changes, etc.
They aso include the history of changes.

Multiple time zone definition files will sometimes give the same current time, but may have different history. For
example, ESTSEDT and US/Michigan have the same time NOW, but back in 1975, the rules were different, so if you
were doing math with dates and times that involved 1975, you would care about the differences. Y ou should use the most
specific and accurate timezone file you can for your region, rather than one that just gives the correct time at this
moment.

OpenBSD'sinstaller will help you find an appropriate time zone file for you if you are not sure. Simply hit "?" at each
prompt, and the installer will show you options. If the first level of answers doesn't suite you, pick a continent or country,
and look at your options there:

What tinmezone are you in? ("?" for list) [right/ESTS5EDT] ?

Africal Chi |l e/ GB-Eire | srael NZ- CHAT ucT

Aneri cal Cuba avrr Janmai ca Navaj o us/
Antarctical EET GVIT+0 Japan PRC urc
Arctic/ EST GVIr- 0 Kwaj al ei n PST8PDT Uni ver sal
Asi a/ ESTS5EDT GMro Li bya Paci fic/ W SU
Atlantic/ Egypt Greenwi ch VET Pol and VET
Australi al/ Eire HST VST Por t ugal Zul u
Brazil/ Etc/ Hongkong MST7NDT RCC posi x/
CET Eur ope/ | cel and Mexi co/ ROK posi xrul es
CST6CDT Factory | ndi an/ M deast / Si ngapor e right/
Canada/ GB I ran NZ Tur key

What tinmezone are you in? ("?" for list) [right/EST5EDT] US
What sub-tinezone of 'US' are you in? ('?" for list) ?

Al aska Central Hawai | Mbunt ai n Sanpa
Al euti an East - | ndi ana | ndi ana-Starke Pacific
Ari zona Eastern M chi gan Paci fi c- New
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What sub-tinmezone of 'US are you in? ("?" for list) M chigan
We've now set the time to "US/Michigan”. This creates asymbolic link in/ et ¢ pointing to the appropriate zoneinfo file
in/ usr/ shar e/ zonei nf o, something like this:
/etc/localtime -> /usr/share/zonei nfo/ US/ M chi gan

Note the directory "r i ght / ", this directory includes leap second adjustments, but otherwise duplicates the standard
zoneinfo choices. More here.

(back to where we might have been)

4.6.3 - Custom fdisk(8) layout

Note: only some OpenBSD platforms use fdisk at all, and usually, only 1386 and amd64 users will have to worry about

getting fancy with fdisk. Users of most other fdisk(8) using platforms generally don't have to worry about multibooting or
setup/diagnostic partitions. For this reason, this section is focused on 1386 and amd64.

fdisk(8) is used to mark off the OpenBSD part of your hard disk. It helps mark off the part of the disk used by OpenBSD
from the parts used by other OSs or system functions.

If you have a partition on your disk you wish to retain or wish to leave space for another partition, you will NOT want to
chose "(W)hole disk", but will need to edit the partition table with fdisk(8). More information on manually running fdisk
(8) can be found here. Before working with any system that has data you don't wish to lose, make sure you have a
good backup. It isvery easy in this process to clobber important data, so make sure you are ready to get it back, if need
be.

If you are adding OpenBSD to an existing system, you will probably need to create some free space on your system
before installing OpenBSD. Thiswill usually involve deleting or possibly reducing the size of existing partitions. The
program gparted has been found useful for shrinking the partitions of many popular OSs, making it possible to install

OpenBSD on the freed space.

In this example, we will assume we are starting with a blank 40G disk and wish to create a multi-boot system, reserving
5G at the beginning of the disk for Windows, and the rest for OpenBSD. Note that a blank drive has to have valid MBR
boot code and signature written to the disk before it can be booted.

The processis very much the same for working around an existing partition, you just need to skip over the parts where
we create the Windows partition and worry about installing the MBR boot code.

Avai |l abl e di sks are: wdO.
Which one is the root disk? (or 'done') [wdO] Enter
MBR has invalid signature; not showing it.

IF the disk had avalid MBR in place, it would show you the existing partition table, which can be a good way to show if
adisk may have dataon it aready.
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Use (Whole disk or (E)dit the MBR? [whole] e

You will now create a single MBR partition to contain your OpenBSD data. This
partition nust have an id of 'A6'; nust *NOT* overlap other partitions; and
must be nmarked as the only active partition. Inside the fdisk conmand, the

"manual ' command describes all the fdi sk commands in detail.

D sk: wdO geonetry: 4998/ 255/ 63 [ 80293248 Sect or s]
Ofset: O Si gnature: O0xO0
Starting Endi ng LBA | nfo:
# 1d C H S- C H S] start: si ze ]
0: 00 0 0 0 - 0 0 0 [ 0 0 ] unused
1. 00 0 0 0 - 0 0 0 [ 0 0 ] unused
2: 00 0O 0 O - 0O 0 O] 0 0 ] unused
3: 00 0 0 0 - 0 0 0 [ 0 0 ] unused
Enter '"help' for information
fdisk: 1>

First of al notice the fdisk prompt. The number "1" indicates the first level of partition tables -- if you were editing an
extended partition, it would be "2" (or bigger). Extended partitions are partitions which have their own sub-partition
table, getting around the IBM AT four partition design limit. Extended partitions won't be covered here.

First, we will make partition "0" a 5G Windows partition (using NTFS), and partition " 1" will be our OpenBSD partition
using the rest of the disk.

fdisk: 1> e O

Starting Endi ng LBA | nf o:
# 1d C H S- C H S]] start: size ]
0: 00 O 0 O - 0O 0 O] 0 0 ] unused

Partition id ('0" to disable) [O - FF]: [0] (? for help)

Since we don't know by memory what the partition ID isfor NTFS, we hit "?" hereto get alist.
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Partition id ("0 to disable) [0 - FF]: [0] (? for help) ?

Choose fromthe following Partition id val ues:

00 unused 20 W | owsoft 66 Net Ware 386 A9 Net BSD

01 DOS FAT-12 24 NEC DOCS 67 Novel | AB MacGOS X boot
02 XENI X / 27 Wn Recovery 68 Novel | AF MacOS X HFS+
03 XENI X /usr 38 Theos 69 Novel | B7 BSDI fil esy*
04 DOS FAT- 16 39 Plan 9 70 D skSecure B8 BSDI swap
05 Extended DOS 40 VEN X 286 75 PCl X BF Sol ari s

06 DOS > 32MB 41 Lin/Mnux DR 80 Mnix (old) C0 CTCS

07 NTFS 42 LinuxSwap DR 81 M ni x (new) Cl DRDCSs FAT12
08 AIX fs 43 Linux DR 82 Li nux swap C4 DRDCSs < 32M
09 Al X/ Coher ent 4D QNX 4.2 Pri 83 Linux files* C6 DRDOSs >=32M
OA OS/ 2 Boot ngr 4E ONX 4.2 Sec 84 OS5/ 2 hidden C7 HPFS Di sbl ed
0B Wn95 FAT-32 4F ONX 4.2 Ter 85 Li nux ext. DB CPM C. DOS/ C*
0C Wn95 FAT32L 50 DM 86 NT FAT VS DE Del | Maint
OE DOS FAT- 16 51 DM 87 NTFS VS E1l SpeedSt or

OF Extended LBA 52 CP/Mor SysV  8E Linux LVM E3 SpeedSt or

10 OPUS 53 DM 93 Anpeba FS E4 SpeedStor

11 OS/ 2 hidden 54 Ontrack 94 Anpeba BBT EB BeOS/i 386

12 Conpaq Di ag. 55 EZ-Drive 99 Myl ex EE EFlI GPT

14 OS/ 2 hidden 56 Col den Bow 9F BSDI EF EFI Sys

16 OS/ 2 hidden 5C Priam A0 Not ebookSave F1 SpeedSt or

17 OS/ 2 hidden 61 SpeedSt or A5 FreeBSD F2 DCS 3.3+ Sec
18 AST swap 63 | SC, HURD, * A6 OpenBSD F4 SpeedSt or

19 WI I owt ech 64 NetWare 2. xx A7 NEXTSTEP FF Xeni x BBT
1C Thi nkPad Rec 65 Net Ware 3. xx A8 MacCS X

Partition id ("0 to disable) [0 - FF]: [0] (? for help) 07

Now we define its starting and ending points:

Do you wish to edit in CHS node? [n]

CHS mode allows you to specify disk space in Cylinders, Heads and Sectors. Keep in mind that for modern hard disks,
the CHS numbers are completely bogus, just three numbers that translate to a sector on the disk, which is translated to
your drives physical geometry (which probably varies across the disk anyway).

If you answer "y" here, you will be prompted for the starting and ending cylinder, head and sector. If you answer "no"
here (as we will), you will be prompted for starting sector and the size. Editing by CHS is often easier when working
around an existing partition, starting sector and size is often easier when you want to quickly create a partition of agiven
size.

offset: [0] 63

The fdisk platforms need a one track gap before the first partition. One track is one "sectors per track” number of sectors,
the last of the "geometry:" numbers. It is easy to get in the habit of entering "63" here, asit is common for modern IDE
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and SATA disks, but not all diskswill use this as the size of atrack, common modern exceptions are SCSI and Flash
disks.

size: [0] 5¢g
Roundi ng to nearest cylinder: 10490382

The"Size" value can be the number of sectors (512 bytes each), or the desired capacity when followed by a"k", "m" or
"g". When editing using offset and size, fdisk will round your partition so it ends on a cylinder boundary (OpenBSD
doesn't care about this, and it is possible no modern OS cares about this, but some might have at one time).

Now, let'slook at our new partition:

fdisk:*1> p
D sk: wdO geonetry: 4998/ 255/ 63 [ 80293248 Sect or s]
Ofset: O Si gnature: 0x0

Starting Endi ng LBA | nfo:
#. 1d C H S- C H S] start: si ze ]
0: 07 0 1 1 - 652 254 63 | 63: 10490382 ] NTFS
1. 00 0 0 0 - 0 0 0 [ 0: 0 ] unused
2: 00 0O 0 O - 0O 0 O] 0: 0 ] unused
3: 00 0 0 0 - 0 0 0 [ 0: 0 ] unused
fdisk:*1>

Note that the prompt now includes an "*", this means there are unsaved changes.

We've now created our Windows partition. Note that this partition is so far just reserved space on the disk, it isn't
formatted; no file system exists here. Y ou will worry about that when you install Windows; we've accomplished our goal
of reserving space for the Windows partition to be created | ater.

Now we create our OpenBSD partition. In this case, the partition ID will be"A6".

fdisk:*1> e 1

Starting Endi ng LBA | nf o:
# 1d C H S- C H S] start: size ]
1. 00 0O 0 O- 0O 0 O] 0 0 ] unused

Partition id ("0 to disable) [0 - FF]: [0] (? for help) a6
Do you wish to edit in CHS node? [n] Enter
of fset: [O0]

uh-oh! What's our offset? Simple -- the offset of the previous partition plus the size of the partition, in this case, 63
+10490382 = 10490445.

http://www.openbsd.org/fag/fagd.html (21 of 43)4/28/2011 5:49:26 PM



4 - OpenBSD 4.8 Installation Guide

of fset: [0] 10490445
size: [0] *
fdi sk: *1>

Note that here, we entered "*" as the size, meaning "rest of the disk". Again, we could have entered the size in sectors,
"m" or"g" if wewanted to leave space for something else.

Now we look at our partition table:

fdisk:*1> p
D sk: wdO geonetry: 4998/ 255/ 63 [ 80293248 Sect or s]
Ofset: O Si gnature: 0xO

Starting Endi ng LBA | nf o:
# 1d C H S- C H S]] start: size ]
0: 07 0 1 1 - 652 254 63 | 63: 10490382 ] NTFS
1. A6 653 O 1 - 4998 5 63 | 10490445: 69802803 ] OpenBSD
2: 00 0 0 0 - 0 0 0 [ 0: 0 ] unused
3: 00 O 0 O - 0O 0 O] 0: 0 ] unused
fdi sk: *1>

WE AREN'T DONE YET!
Thisdisk isnot yet bootable! Asit was abrand new disk, the disk's MBR was completely blank. The "Signature: 0x0"

message there shows there is not a valid signature (OxAAS55), which indicates there definitely is not avalid boot code. Of
course, you could have avalid signature without valid boot code, through either random bad luck or damage to the
existing boot code, but an invalid signature pretty well indicates you are lacking boot code, so we will install it now using
the "update” command:

fdi sk: *1> update
Machi ne code updat ed.
fdi sk: *1>

We also have to "flag" a partition as "active" so the boot ROM knows what partition to boot from:
fdisk:*1> f 1

Partition 1 narked acti ve.

Now, let's see how it looks:
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fdisk:*1> p
Di sk: wdO geonetry: 4998/ 255/ 63 [ 80293248 Sect or s]
Ofset: O Si gnat ure: O0xAA55
Starting Endi ng LBA I nf o:
#. 1d C H S- C H S]] start: si ze ]

0: 07 0 1 1 - 652 254 63 | 63: 10490382 ] NTFS
*1. A6 653 O 1 - 4998 5 63 | 10490445: 69802803 ] OpenBSD
2: 00 0O 0 O - 0O 0 O] 0: 0 ] unused
3: 00 0 0 0 - 0 0 0 [ 0: 0 ] unused

fdisk:*1>

A checklist of things you want to make sure about before you exit fdisk(8):

. Valid signature?

. non-overlapping partitions?

. OpenBSD partition with an "A6" id?

. Proper partition (probably OpenBSD) flagged active?

(Back to where we may have been)

4.6.4 - Custom disklabel layout

Inside the OpenBSD fdisk(8) partition, we use disklabel(8) to create OpenBSD file system partitions. OpenBSD labelsits
file system partitions using sixteen letters, "a" through "p". Partition "a"' on the boot disk is defined as the root partition,
"b" on the boot disk is the default swap partition. "c" on all disksisthe "whole disk" partition, it is used by programs that
have to have raw access to the physical disk, such as fdisk(8) and disklabel(8). The"c" partition is created automatically
for you, and should not be deleted or changed. The remaining letters are available for you to define mount points on. You
may skip letters, you can define them in any order, and they can be in any order on the disk (although some platforms do
have a requirement for where the "a" partition is). You can aso leave gapsin the disk that are unallocated, and allocate
them later, or potentially enlarge existing partitions later into that unallocated space using growfs(8).

All partitions which have native FFS partitions on them should be within the OpenBSD fdisk(8) partition, however non-
OpenBSD partitions can (and usually should) be outside the OpenBSD fdisk partition.

More information on using disklabel can be found here.
More information on the why partitioning is good and strategy for a good partitioning plan are below.

The OpenBSD installer will attempt to auto-partition your disk in ausable, "general purpose” configuration, based on the
size of your disk. If your disk is big enough, unused space will be allocated to the / horre partition. While thisis often
quite useful, it doesn't satisfy all users' needs.

For our example, we'll assume we are building a static web server for some of our friends to use. We have a machine

attached to a modest Internet connection, with a40G disk, with most of it used for OpenBSD (with the same 5G
Windows partition as the example above. Why? Maybe this system has a RAID controller which is supported by
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OpenBSD, but manageable only from within Windows. More likely, because the FAQ editor doesn't feel like maintaining
lots of different example systems).

The web pages served by an OpenBSD web server will bein/ var / www, and very little will be stored in/ hone, so this
indicates a definite change from the default that needs to be made. For the sake of discussion, we'll also assume that we
won't need to rebuild the OS from source on this machine (we'll do that elsewhere). The system will not run X, however
being that some web applications expect X to be installed, we will have X installed. The machine is not overly powerful,

it can't have more than 1G RAM init, and it is unlikely our application will ever desire more than that.

So, after abit of thought, our plan isto partition the system like this:

. /| - root:100m. Thiswill be'a.

. swap: 1G (so well always have enough space for a core dump), thiswill be partition 'b'
. [ usr: 2g, partition d

. [t np: 100m (we don't anticipate much use of this), partition e

. /usr/local:2g, partition f

. /usr/ X11R6: 1g, partition g

. /' hone: 1g, partition h

. [ var: 1g (that'salot of system log files), partition |

. [ var/ wwv rest of disk, partition k

The aut o-all ocated [ ayout for wdO is:

# si ze of fset fstype [fsize bsize cpg]
a: 1024. OM 10490445 4.2BSD 2048 16384 1 #/
b: 252. 1M 12587597 swap
C: 39205. 7M 0 wunused
d: 2319. 3M 13103933 4.2BSD 2048 16384 1 # /tnp
e: 3653. 9M 17853877 4.2BSD 2048 16384 1 # /var
f: 1149. 8M 25337016 4.2BSD 2048 16384 1 # /usr
g: 1024. OM 27691862 4.2BSD 2048 16384 1 # /usr/ X11R6
h: 3422. 6M 29789014 4.2BSD 2048 16384 1 # /usr/loca
i 5122. 3M 63 NTFS
j: 1848. 7TM 36798433 4.2BSD 2048 16384 1 # /usr/src
k: 1848. 7TM 40584654 4.2BSD 2048 16384 1 # /usr/ obj
| 17540. 2M 44370875 4.2BSD 2048 16384 1 # /hone

Use (A)uto layout, (E)dit auto layout, or create (Customlayout? [a] C

If we had only minor revisions, we'd probably opt to "Edit" the custom layout rather than starting from a clean date, but
we are going to do things the hard way here.
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You will now create an OpenBSD di skl abel inside the OpenBSD MBR
partition. The di skl abel defines how OpenBSD splits up the MBR partition
into QpenBSD partitions in which filesystens and swap space are creat ed.
You nust provide each filesystem s nountpoint in this program

The offsets used in the disklabel are ABSOLUTE, i.e. relative to the
start of the disk, NOT the start of the OpenBSD MBR partition.

Label editor (enter '?" for help at any pronpt)

> p
OpenBSD area: 10490445-80293248; size: 69802803; free: 69802803
# si ze of fset fstype [fsize bsize cpg]
C: 80293248 0 unused
i 10490382 63 NTFS
>

Note there are already two partitions here -- the "c" partition which is always there and created for you, but disklabel (8)
has al so noticed the existing NTFS partition and assigned it a disklabel partition so it could potentially be accessed by
OpenBSD (note, at thistime, NTFS support is experimental and requires a custom kernel but FAT/FAT32 support is
quite good).

We will now create our partitions. We will start with the "a" partition, our root partition:

> a a

of fset: [10490445] Enter
size: [69802803] 100m

Roundi ng to cylinder: 208845
FS type: [4.2BSD] Enter
nmount point: [none] /

>

Note that disklabel defaulted to the first available OpenBSD sector on the disk, which is what we want. It also defaulted
to asize of all available space, which isNOT what we want. Here we overrode it with our preferred size, which can be
specified in sectors, "M" or "G".

Y ou will usually want to use the default FS type of "4.2BSD" for a FFS (Fast File System) or FFS2 partition, though
other types you may find useful include "swap" and "RAID".

Finally isthe mount point. Our "a" partition is the root partition, by definition.

Now, we do swap, which isour 'b' partition (again, thisis arequirement -- 'b' on your boot disk is swap):
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>ab

of fset: [10699290] Enter
size: [69593958] 1g

Roundi ng to cylinder: 2104515

FS type: [swap] Enter
>

Again, disklabel correctly calculated our starting sector, and presented us with a suggested size of "entire remaining
space”, which we again overrode with our desired size. Since thisisthe 'b' partition, disklabel assumed it was to be used
for swap, and when we confirmed that, it didn't bother to ask us a mount point.

We are now ready to create the rest of the partitions.

>ad

of fset: [12803805] Enter

size: [67489443] 2g

Roundi ng to cylinder: 4209030
FS type: [4.2BSD] Enter

nmount point: [none] /usr

> ae

of fset: [17012835] Enter

size: [63280413] 100m
Roundi ng to cylinder: 208845
FS type: [4.2BSD] Enter

nmount point: [none] /tnp

> a f

of fset: [17221680] Enter

size: [63071568] 2g

Roundi ng to cylinder: 4209030
FS type: [4.2BSD] Enter

nmount point: [none] /usr/local
>ag

of fset: [21430710] Enter

size: [58862538] 19

Roundi ng to cylinder: 2104515
FS type: [4.2BSD] Enter

mount point: [none] /usr/X11R6
> ah

of fset: [23535225] Enter

size: [56758023] 19

Roundi ng to cylinder: 2104515
FS type: [4.2BSD] Enter

nmount point: [none] /home

> aj

of fset: [25639740] Enter

size: [54653508] 1g

Roundi ng to cylinder: 2104515
FS type: [4.2BSD] Enter
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nmount point: [none] /var

> a k
of fset: [27744255] Enter
size: [52548993] Enter

FS type: [4.2BSD] Enter
nmount poi nt: [none] /var/ww
>

Note that on the/ var / wwww partition ("k"), we just took the default to use all remaining available disk space. With
modern monstrously huge drives, thisisusually abad idea. If you know you will never use it, don't allocate it, and save it
for some future use.

Now, let'slook at our results, using the "p" and "p m" commands:

> p
OpenBSD area: 10490445-80293248; size: 69802803; free: O
# si ze of fset fstype [fsize bsize cpg]
a: 208845 10490445 4.2BSD 2048 16384 1 # 1/
b: 2104515 10699290 swap
C: 80293248 0 unused
d: 4209030 12803805 4.2BSD 2048 16384 1 # /usr
e: 208845 17012835 4. 2BSD 2048 16384 1 #/tnp
f: 4209030 17221680 4.2BSD 2048 16384 1 # /usr/loca
g: 2104515 21430710 4.2BSD 2048 16384 1 # /usr/ X11R6
h: 2104515 23535225 4.2BSD 2048 16384 1 # /home
i 10490382 63 NTES
j: 2104515 25639740 4.2BSD 2048 16384 1 # /var
K: 52548993 27744255 4.2BSD 2048 16384 1 # /[var/www
> p m
OpenBSD area: 10490445-80293248; size: 34083.4M free: 0.0M
# si ze offset fstype [fsize bsize cpg]
a: 102. OM 10490445 4.2BSD 2048 16384 1 #/
b: 1027. 6M 10699290 swap
C: 39205. 7M 0 unused
d: 2055. 2M 12803805 4.2BSD 2048 16384 1 # /usr
e: 102. OM 17012835 4.2BSD 2048 16384 1 # /tnp
f: 2055. 2M 17221680 4.2BSD 2048 16384 1 # /usr/loca
g: 1027. 6M 21430710 4.2BSD 2048 16384 1 # /usr/ X11R6
h: 1027. 6M 23535225 4.2BSD 2048 16384 1 # /home
i 5122. 3M 63 NTFS
j: 1027. 6M 25639740 4.2BSD 2048 16384 1 # /var
k: 25658. 7M 27744255 4.2BSD 2048 16384 1 # /[var/ww

\%

Like with fdisk, you don't want your OpenBSD disklabel partitions to overlap (other than the 'c' partition, which overlaps
everything, of course).
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Write your changes and quit disklabel:

> w

> q

No | abel changes.

newfs: reduced nunber of fragnents per cylinder group from 13048 to 12992 to
enl arge | ast cylinder group

/ dev/rwdOa: 102.0MB in 208844 sectors of 512 bytes

5 cylinder groups of 25.38MB, 1624 bl ocks, 3328 inodes each

/ dev/ rwdOh: 1027.6MB in 2104512 sectors of 512 bytes

6 cylinder groups of 202.47VB, 12958 bl ocks, 25984 i nodes each

newfs: reduced nunber of fragnents per cylinder group from 13048 to 12992 to
enl arge | ast cylinder group

/ dev/ rwdOe: 102.0MB in 208844 sectors of 512 bytes

5 cylinder groups of 25.38MB, 1624 bl ocks, 3328 inodes each

/ dev/ rwd0d: 2055.2MB in 4209028 sectors of 512 bytes

11 cylinder groups of 202.47MB, 12958 bl ocks, 25984 inodes each

/ dev/ rwd0Og: 1027.6MB in 2104512 sectors of 512 bytes

6 cylinder groups of 202.47MB, 12958 bl ocks, 25984 i nodes each

/ dev/ rwdOf : 2055.2MB in 4209028 sectors of 512 bytes

11 cylinder groups of 202.47MB, 12958 bl ocks, 25984 inodes each
/dev/rwdQj: 1027.6MB in 2104512 sectors of 512 bytes

6 cylinder groups of 202.47MB, 12958 bl ocks, 25984 i nodes each

/ dev/ rwdOk: 25658. 7MB i n 52548992 sectors of 512 bytes

127 cylinder groups of 202.47MB, 12958 bl ocks, 25984 inodes each

/ dev/wdOa on /mmt type ffs (rw, asynchronous, | ocal)

/ dev/wdOh on /mmt/hone type ffs (rw, asynchronous, |ocal, nodev, nosuid)
/ dev/wdOe on /mmt/tnp type ffs (rw, asynchronous, |ocal, nodev, nosuid)
/ dev/wdOd on /mmt/usr type ffs (rw, asynchronous, |ocal, nodev)

/ dev/wdOg on /mt/usr/ X11R6 type ffs (rw, asynchronous, |ocal, nodev)

/ dev/wdOf on /mmt/usr/local type ffs (rw, asynchronous, |ocal, nodev)

/ dev/wd0Oj on /mt/var type ffs (rw, asynchronous, |ocal, nodev, nosuid)
/ dev/wdOk on /mmt/var/ww type ffs (rw, asynchronous, |ocal, nodev, nosuid)

Let's install the sets!

(Back to where we may have been)

4.7 - What files are needed for installation?

The complete OpenBSD installation is broken up into a number of separate file sets. Not every application requires every
file set, however new users are recommended to install ALL of them. Here is an overview of each:

. bsd - Thisisthe Kernel. Required
« bsd.mp - Multi-processor (SMP) kernel (only some platforms)
. bsd.rd - RAM disk kernel
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. base48.tgz - Contains the base OpenBSD system Required

. €tcd8.tgz - Contains all the filesin /etc Required

. comp48.tgz - Contains the compiler and its tools, headers and libraries.
. man48.tgz - Contains man pages

. misc48.tgz - Contains misc info, setup documentation

. game48.tgz - Contains the games for OpenBSD

. Xbase48.tgz - Contains the base libraries and utilities for X11

. Xetc48.tgz - Contains the /etc/X 11 and /etc/fonts configuration files

. xfont48.tgz - Contains X11's font server and fonts

. Xserv48.tgz - Contains X11's X servers

. Xxshare48.tgz - Contains manpages, locale settings, includes, etc. for X

The etc48.tgz and xetc48.tgz sets are not installed as part of an upgrade, only as part of a complete install, so any
customizations you make will not be lost. Y ou will have to update your / et ¢,/ dev and/ var directories manually.

Why do | have to install X for my non-graphical application?

Even if you have no intention of running X, some third party packages require the libraries or other utilitiesin X to be

installed on your system. These applications can sometimes be satisfied ssmply by installing just xbase48.tgz, the rest of
X is not always needed. Many peopleresist installing X on their system without valid reason:

. By itself, installing X does not cause any program to execute on the system.

. By itsdlf, installing X on a system does not change the risk of external security issues.

. If someoneisalready ON your system, they can most likely install whatever they wish, so the presence or absence
of the X does not appreciably change the situation.

. Theonly partsof X that are running are the parts required by your application.

. The spacerequired for X isrelatively modest on modern hardware.

People sometimes waste a lot of time and effort trying to pick through xbase48.tgz and pull out just the files they need to
install their application. Thisis not only pointless, but an effort that would have to be repeated for each upgrade cycle,
which probably means you will not upgrade your system properly, creating REAL security problems.

IF you need X, just install it. It won't hurt you any more than the application you are needing it for will.

I don't want to install the compilers

Ok, don't, but please don't tell yourself thisisfor "security reasons’. By the time someone is far enough into your system
that the presence or absence of the compiler matters, they are far enough in they can install a compiler themselves.
However, the compXX.tgz file set isrelatively big and has alot of filesin it, so it can take awhile to install and upgrade,
and on slow or small systems, this can matter.

If you do decide to not install the compiler, you will probably need another system to maintain and build updated
software on. There are far more systems that have been compromised because of improper maintenance than there have
been because a compiler was installed.

4.8 - How should | partition my disk?
Obviously, the answer to this question varies tremendously based on your use of the system. OpenBSD can be installed
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in aslittle as 512M, but installing to that small of a device is something for advanced users. Until you have some
experience, a4G to 8G HD isrecommended to start with.

Unlike many other OSs, OpenBSD encourages users to partition their disk into a number of partitions, rather than having
just one or two big partitions. There are a number of reasonsto partition your disk:

. Security: You can mark some filesystems as 'nosuid’, 'nodev', 'noexec', 'readonly’, etc. Thisis done for you by the
install process, if you use the recommended partitions.

. Stability: A user, or amisbehaved program, can fill afilesystem with garbage if they have write permissions for
it. Your critical programs, which hopefully run on a different filesystem, do not get interrupted.

. Speed: A filesystem which gets written to frequently may get somewhat fragmented. (Luckily, the ffs filesystem
that OpenBSD usesis not prone to heavy fragmentation.)

. Integrity: If onefilesystem is corrupted for some reason then your other filesystems are most likely still OK.

. Size: Many machines have limits on the area of a disk where the boot ROM can load the kernel from. In some
cases, thislimit may be very small (504M for an older 486), in other cases, amuch larger limit (for example, 2G,
8G, or 128G 0n 1386 systems). Asthe kernel can end up anywhere within the root partition, the entire root
partition should be within this area. For more details, see this section. A good guideline might be to keep your /
partition completely below 2G, unless you know your platform (and particular machine) can handle more (or less)
than that.

. Read-only: You can mount partitions that you never or rarely need to write to as "Read-only" most of the time,
which will eliminate the need for fsck(8) after a crash or power interruption, and may help prevent unintended
data ateration.

. fsck(8): Very large partitions require more RAM to fsck(8), and on small-memory systems, you can end up
having to use swap, resulting in very long fsck times.

Given sufficient disk space, OpenBSD's installer will default to the following partitions:

. [ -root: Inaddition to being where the other file systems are mounted, the root file system holds all the files
needed to boot OpenBSD. Thisincludes the kernel, plus the basic utilitiesin/ sbi n and/ bi n, the configuration
filesin/ et ¢, and the device directory, / dev which are all used to bring up the system. The root file system can
be as small as 60M, though 100M to 200M is easier for amachine that will last through many upgrade cycles. The
‘a partition of your boot drive becomes your root partition automatically. SOME platforms place restrictions on
the physical location on the disk (i.e., must be at start of disk) in order to boot.

. Swap: In addition to swap, this partition is also used for storing core dumps after system crashes, so it is
suggested that the swap space (if set up at al) be bigger than the largest amount of RAM you are likely to ever
install on the machine. Read more about thisin FAQ 14, Swap.

. Itmp: Thisisaworld-writeable directory used for (as the name implies!) temporary storage. Most systems can get
by with very modest amounts of storage here, 50M is usually many times what you should ever need, though there
are afew applications which can use much, much more. While this directory is world-writable, whenitisa
separate partition, OpenBSD defaults to mounting it nodev and nosuid, which minimizes how it can be used to
abuse your system Note that this directory is cleared on reboot, and files left untouched over 24 hours are cleared
nightly.

. Ivar: Thisdirectory and mount point is used for aLOT of things, and depending on your uses, may be a prime
candidate to subdivide into more partitions. Some of the things that end up here (and potential additional mount
points):

o [var/ | og: System logs.

o /var/ mai | : Incoming mail boxes.

o/ var/ spool : Outgoing mail (and other things)
o [/ var/ wwwv. OpenBSD's web server lives here.
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o /var/tnp: Thisisa"persistent" temporary file directory, asfiles placed here are NOT purged on reboot.
For example, vi(1) usesthisdirectory for temporary storage, so if your computer crashes or is rebooted
while you are editing afile, the files here can be used to recover your editing session. Files |eft here over
24 hours though will be purged by the nightly cleanup scripts, daily(8).

o [/ var/ crash: If the system panics, it will attempt to save a core dump in the swap partition before
rebooting. This core dump will then be saved to/ var / cr ash upon reboot, so/ var will need at least as
much free space as the system has RAM for thisto work automatically.

« lusr: Thisiswhere most of OpenBSD resides. Program binaries, libraries, documentation, manual pages, etc. are
all located inthe/ usr directory. Thefilesin this mount point are relatively unchanging -- in many cases, you
could easily mount the/ usr partition read-only with no other system changes until your next upgrade or update.

. lusr/X11R6: Thisiswhere the X Window system resides. The X binaries, font files, libraries, etc. al are here.
The only part of X not hereis the configuration files.

« lusr/local: On adefault OpenBSD installation, this mount point/directory is completely empty. It is used for
locally installed binaries and libraries for local applications.

. lusr/src: Thisdirectory holds the basic system source files, excluding X and ports. This directory is empty by
default, you haveto load it as detailed in FAQ 5.

. lusr/obj: Thisdirectory is populated during the build process with the object and binary files. Having this
directory a separate mount point allows it to be formatted rather than erased file by file, which can be significantly
faster.

. /home: Thisiswhere user files go. Having this a separate partition makes it easy to completely reinstall your
system; simply don't format this partition on reload.

Some additional thoughts on partitioning:

. For your first attempt at an experimentation system, one big/ partition and swap may be easiest until you know
how much space you need. By doing this you will be sacrificing some of the default security features of OpenBSD
that require separate filesystemsfor/, /tnp, /var, /usr and/ hone.However, you probably should not
be going into production with your first OpenBSD install.

. A system exposed to the Internet or other hostile forces should have a separate / var (and maybe even a
separate/ var / | og) for logging.

. A/ hone partition can be nice. New version of the OS? Wipe and reload everything else, leave your / hone
partition untouched. Remember to save a copy of your configuration files, though!

. A separate partition for anything which may accumulate alarge quantity of files that may need to be deleted can
be faster to reformat and recreate than to delete. See the building by source FAQ for an example (/ usr / obj ).

. If you wish to rebuild your system from source for any reason, the source will bein/ usr/ sr c. If you don't
make a separate partition for / usr/ sr c, make sure/ usr has sufficient space.

. A commonly forgotten fact: you do not have to alocate al space on adrive when you set the system up! Since
you will now find it a challenge to buy a new drive smaller than 100G, it can make sense to leave a chunk of your
drive unallocated. If you outgrow a partition, you can allocate a new partition from your unused space, duplicate
your existing partition to the new partition, change /etc/fstab to point to the new partition, remount, you now have
more space.

. If you make your partitions too close to the minimum size required, you will probably regret it later, whenit is
time to upgrade your system.

. If you make very large partitions, keep in mind that performing filesystem checks using fsck(8) requires about 1M
of RAM per gigabyte of filesystem size, and may be very time-consuming or not even feasible on older, slower
systems (please also refer to this section).

. If you permit usersto writeto/ var / ww (i.e., persona web pages), you might wish to put it on a separate
partition, so you can use guotas to restrict the space they use, and if they fill the partition, no other parts of your
system will be impacted.
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. Youmay alsowant to createan/ al t r oot partition, as described in daily(8). This can make adaily copy of
your / partition, giving you an extra copy of your kernel and/ et ¢ configuration files should something happen
to your root partition. Obviously, the/ al t r oot partition needsto be at least asbig as/ . If you have a second
drive and have something el se duplicating the rest of your disk, either software softraid(4) or a periodic copy
using dump(8)/restore(8), this disk can be bootable after the removal of the primary disk.

. Compiling some ports from source can take huge amounts of space on your / usr and/ t np partitions. Thisis
another reason we suggest using pre-compiled packages instead.

. Atleast someeditorsuse/ var / t mp for scratch space, and this often needs to be as big or bigger than the largest
file you edit. If you plan on editing 500M files, your / var or/ var/ t np partition will need to be much larger
than your might have planned on.

4.9 - Multibooting OpenBSD/i386

Multibooting is having several operating systems on one computer, and some means of selecting which OSisto boot. It
isnot atrivial task! If you don't understand what you are doing, you may end up deleting large amounts of data from your
computer. New OpenBSD users are strongly encouraged to start with a blank hard drive on a dedicated machine, and
then practice your desired configuration on a non-production system before attempting a multiboot configuration on a
production machine. FAQ 14 has more information about the OpenBSD boot process.

Preferably use one of the four primary MBR partitions for booting OpenBSD (i.e., extended partitions may not work).

Note that Windows 7 and Vista can resize their system partitions. go to the Control Panel, search for "partition™”, and
enter the corresponding system tool. Right click on a partition, and you will notice you can shrink it. Its main limitation is
that the Windows Exchange File can't be moved, so if you need more space, you may have to move/disable it.

Here are several options to multibooting:
Setting active partitions

Thisis probably the most overlooked, and yet, sometimes the best solution for multibooting. Simply set the active
partition in whatever OS you are currently using to be the one you want to boot by default when you next boot. Virtually
every OS offers a program to do this; OpenBSD'sis fdisk(8), similar named programs are in Windows 9x and DOS, and
many other operating systems. This can be highly desirable for OSs or systems which take along time to shut down and
reboot -- you can set it and start the reboot process, then walk away, grab a cup of coffee, and come back to the system
booted the way you want it -- no waiting for the Magic Moment to select the next OS.

Boot floppy

If you have a system that is used to boot OpenBSD infrequently (or don't wish other users of the computer to note
anything has changed), consider using a boot floppy. Simply use one of the standard OpenBSD install floppies, and

createan/ et ¢/ boot . conf file(yes, you will also haveto create an/ et c directory on the floppy) with the contents:

boot hdOa:/ bsd

to cause the system to boot from hard drive 0, OpenBSD partition 'a, kernel file/ bsd. Note you can also boot from
other driveswith alinelike: "boot hd2a: / bsd" to boot off the third hard drive on your system. To boot from
OpenBSD, dlip your floppy in, reboot. To boot from the other OS, g ect the floppy, reboot. (Y ou can, of course, use this
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floppy to make a bootable CD, too.)
The boot(8) program is loaded from the floppy, looks for and reads/ et ¢/ boot . conf . The"boot hdOa: / bsd"
line instructs boot(8) where to load the kernel from -- in this case, the first HD the BIOS sees. Keep in mind, only a small

file (/ boot ) isloaded from the floppy -- the system loads the entire kernel off the hard disk, so this only adds about five
seconds to the boot process.

Windows NT/2000/XP NTLDR

To multiboot OpenBSD and Windows NT/2000/XP, you can use NTLDR, the boot loader that NT uses. To multi-boot
with NT, you need a copy of your OpenBSD Partition Boot Record (PBR). After running installboot, you can copy it to a
file using dd(1), following a process similar to:

# dd if=/dev/rsdOa of =openbsd. pbr bs=512 count=1

Note: thisisareally good time to remind you that blindly typing commands in you don't understand is areally bad idea.
Thisline will not work directly on most computers. It is left to the reader to adapt it to their machine.

Now boot NT and put openbsd. pbr inC:. Add alinelike thisto theend of C. \ BOOT. | NI :
c: \ openbsd. pbr =" CQpenBSD'

When you reboot, you should be able to select OpenBSD from the NT loader menu. There is much more information
available about NTLDR at the NTLDR Hacking Guide.

On Windows XP you can aso edit the boot information using the GUI; see the XP Boot.ini HOWTO.

Programs that do much of thisfor you are available, for example, BootPart. This program can be run from Windows

NT/2000/XP, and will fetch the OpenBSD PBR, place it on your NT/2000/XP partition, and will add it to C: \ BOOT.
I NI .

Note: The Windows NT/2000/XP boot loader is only capable of booting OSs from the primary hard drive. Y ou can not
use it to load OpenBSD from the second drive on a system.

Windows Vista

With Vista, Microsoft dropped NTLDR support in favor of their newer Boot Configuration Data (BCD) store used for
controlling the boot environment. Since BOOT. | NI isno longer available for customization, a command-line utility,
bcdedi t, takesits place.

Once OpenBSD's PBR is copied to Vista's system partition, the following three commands are required to select and boot
OpenBSD when the system is restarted:

C.\ Wndows\ systenB2> bcdedit /create /d "QOpenBSD/i 386 4.8" /application
boot sect or

The entry {05a763ce-d81b-11db-b3ec- 000000000000} was successfully

cr eat ed.
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C. \ W ndows\ Syst en32>

The GUID returned here, 05a763ce- d81b- 11db- b3ec- 000000000000, is shown for illustrative reasons. Take
note of the GUID displayed when you run this command as this value will need to be copied into the following
commands. Simply copying the GUID shown above will not work.

The following two commands are al so required:

C.\ Wndows\ systenB82> bcdedit /set {05a763ce-d81b-11db-b3ec-
000000000000} devi ce boot
The operation conpl eted successfully.

C. \ W ndows\ syst en82> bcdedit /set {05a763ce-d81b-11db- b3ec-
000000000000} pat h \ openbsd. pbr
The operation conpl eted successfully.

C.\ W ndows\ syst en32>

This must be run in a shell with administrative privileges. Once you've located cmd.exe, right click to be able to select
"run as administrator".

Note the absolute pathname of the imported PBR file. Do not add a drive letter asit is assumed that the fileis placed in
the system partition. bcdedi t will not complain about an explicit drive specification, but the boot manager will later
balk claiming that it cannot resolve the designated pathname.

Upon rebooting, Vistawill be listed first in the boot manager ultimately followed by OpenBSD. Selecting either entry
will boot the corresponding operating system.

If nothing happens, look around in the control panel for boot information. Most likely, your Windows boot is set up with
no delay, so you don't see the boot menu. Y ou can also use this to boot OpenBSD by default.

For more information, consult bcdedi t 's help by issuing:
C. \ Wndows\ syst en82> bcdedit /7?

or by searching Microsoft's documentation and Website. A good introduction can be found in this TechNet Frequently
Asked Questions article.

For those who find manual configuration daunting, EasyBCD provides a GUI alternative.

Windows 7

Microsoft has enhanced BCD since releasing Vistato allow multiple versions of Windows to be booted through

bcdedi t . Because of this greater control, five commands are required to configure a multiboot environment with
OpenBSD.

After copying OpenBSD's PBR into Windows 7's system partition, issue the following command to initialize the needed
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registry hive:

C.\ Wndows\ systenB2> bcdedit /create /d "OpenBSD/i 386 4.8" /application
boot sect or

The entry {0154a872-3d41-11de-bd67-a7060316bbbl} was successfully

cr eat ed.

C. \ W ndows\ syst en32>

As admonished before, the{ 0154a872- 3d41- 11de- bd67- a7060316bbb1} GUID is system-dependent. Note
the value you receive when executing, and copy it into the following commands:

C. \ Wndows\ syst enB82> bcdedit /set {0154a872-3d41-11de-bd67-
a7060316bbb1} devi ce boot
The operation conpl eted successfully.

C.\ Wndows\ syst en82> bcdedit /set {0154a872-3d41-1l1lde-bd67-
a7060316bbb1l} path \openbsd. pbr
The operation conpl eted successfully.

C. \ Wndows\ systenB82> bcdedit /set {0154a872-3d41-11lde-bd67-
a7060316bbb1l} device partition=c:
The operation conpl eted successfully.

C.\ W ndows\ syst en82> bcdedit /displayorder {0154a872-3d41-11de-bd67-
7060316bbb1} /addl ast
The operation conpl eted successfully.

C.\ W ndows\ syst en32>

Other boot loaders

Some other bootloaders OpenBSD users have used successfully include GAG, The Ranish Partition Manager, rEFIt, and
GRUB.

OpenBSD and Linux (i386)

Please refer to INSTALL .linux, which gives in depth instructions on getting OpenBSD working with Linux.

Time zone issues

OpenBSD expects the computer's real -time clock to be set to UTC (Universal Coordinated Time). Some other OSs
expect the real-time clock to be set to local time. Obviously, this can create a bit of a problem if you are using both OSs
on the same computer. One or the other is most likely going to have to be adapted. More info on doing thisisin FAQ 8 -

Why is my clock off by several hours?

4.10 - Sending your dmesg to dmesg@openbsd.org after the install
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Just to remind people, it'simportant for the OpenBSD devel opers to keep track of what hardware works, and what
hardware doesn't work perfectly, including the hardware sensors that are found in machines.

A quote from /usr/src/etc/root/root.mail

If you wish to ensure that OpenBSD runs better on your nmachi nes, please
do us
a favor (after you have your nmil system configured!) and type
sonet hing |ike:
# (dmesg; sysctl hw sensors) | \

mai |l -s "Sony VAI O 505R | aptop, apm works OK" dnesg@penbsd. org
so that we can see what kinds of configurations people are running. As

shown,

including a bit of information about your nachine in the subject or the
body

can help us even further. W wll use this information to inprove

devi ce driver

support in future releases. (Please do this using the supplied GENERI C
kernel ,

not for a custom conpiled kernel, unless you' re unable to boot the
GENERI C

kernel. If you have a multi-processor nmachine, dnmesg results of both
GENERI C. MP

and CENERI C kernel s are appreciated.) The device driver information we
get from

this helps us fix existing drivers. Thank you!

Make sure you send email from an account that is able to also receive email so developers can contact you if they have
something they want you to test or change in order to get your setup working. It's not important at all to send the email
from the same machine that is running OpenBSD, so if that machine is unable to receive email, just
$ (dnesg; sysctl hw. sensors) | mmil your-account @ournmail.dom
and then forward that message to
dnmesg@penbsd. org
whereyour - account @our nai | . domisyour regular email account.
NOTES
. Please send only GENERIC kernel dmesgs. Custom kernels that have device drivers removed are not helpful.
. If you have a supported multiprocessor system and normally run the GENERIC.MP kernel, it is helpful to
developers to see the dmesg output of both the GENERIC kernel and the GENERIC.MP kernel, so please send

both of them in separate emails.
. Thedmesgs are received on a computer using the spamd spam rejection system. This may cause your dmesg to

not be accepted by the mail serversfor a period of time. Be patient, after half an hour to an hour or so, it will get
through.
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The method above is very easy, but if you have chosen not to configure mail on your OpenBSD system, you should still
send your dmesg to the developers. Save your dmesg output to atext file.

$ (dnesg; sysctl hw. sensors) > ~/dnesg.txt

Then transfer this file (using FTP/scp/floppydisk/carrier-pigeon/...) to the system you normally use for email. Since the
dmesg output you send in is processed automatically, be sure to check the following when using aternate email clients/
systems:

. Configure your email client to send messages as plain text; do not use HTML-formatted email.

. Turn off any forced line break feature. Many email clients are configured to insert line breaks at 72 columns (the
norm for mailing lists).

. Make sure your email client does not reformat messages into "text-flow" nonsense.

. Do not send the dmesg output as file attachment. Put the dmesg output into the body of the message.

4.11 - Adding a file set after install
"Oh no! | forgot to add afile set when | did the install!"

Sometimes, you realize you really DID need conp48. t gz (or any other system component) after all, but you didn't
realize this at the time you installed your system. Good news: There are two easy ways to add file sets after the initial
install:

Using the upgrade process

Simply boot your install media (CD-ROM or Floppy), and choose Upgrade (rather than Install). When you get to the lists
of file setsto install, choose the sets you neglected to install first time around, select your source, and let it install them
for you.

Using tar(1)
Theinstall file sets are simply compressed tar files, and you can expand them manually from the root of the filesystem:

# cd /
# tar xzvphf conp48.tgz

Do NOT forget the' p* option in the above command in order to restore the file permissions properly!

One common mistake isto think you can use pkg_add(1) to add missing file sets. This does not work. pkg_add(1) isthe
package management tool to install third party software. It handles package files, not generic tar fileslike the install sets.

If you are installing the xbase file set on your system for the first time using tar(1) and without rebooting, the shared
library cache must be updated after the installation using Idconfig(8). To add all the X libraries to the cache:

# ldconfig -m/usr/ X11R6/1ib
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Alternatively, you can just reboot your system, and this will be done automatically by the rc(8) startup script.

4.12 - What is 'bsd.rd'?

bsd. rdisa"RAM Disk" kernel. Thisfile can be very useful; many developers are careful to keep it on the root of their
system at all times.

Cdling it a"RAM Disk kernel" describes the root filesystem of the kernel -- rather than being a physical drive, the
utilities available after the boot of bsd. r d are stored in the kernel, and are run from a RAM-based filesystem. bsd. r d
also includes a healthy set of utilitiesto allow you to do system maintenance and installation.

On some platforms, bsd. r d is actually the preferred installation technique -- you place this kernel on an existing
filesystem, boot it, and run the install from it. On most platforms, if you have arunning older version of OpenBSD, you
can FTP anew version of bsd. r d, reboot from it, and install a new version of OpenBSD without using any removable
mediaat all.

Hereisan example of booting bsd. r d on an 1386 system:

Using Drive: 0 Partition: 3
readi ng boot.....
probi ng: pcO conD coml apm nmeni 639k 255M a20=o0n]
di sk: fdO hdO+
>> OpenBSD/ i 386 BOOT 3. 02
boot > boot hdOa:/bsd.rd
normal boot to install

Asindicated, you will be brought to the install program, but you can also drop to the shell to do maintenance on your
system.

The general rule on booting bsd. r d isto change your boot kernel from/ bsd to bsd. r d through whatever means used
on your platform.

4.13 - Common installation problems

4.13.1 - My Compaq only recognizes 16M RAM

Some Compaq systems have an issue where the full system RAM is not detected by the OpenBSD second stage boot
loader properly, and only 16M may be detected and used by OpenBSD. This can be corrected either by creating/editing /-
et c/ boot . conf file, or by entering commands at the "boot >" prompt before OpenBSD loads. If you had a machine
with 64M RAM, but OpenBSD was only detecting the first 16M, the command you would use would be:

machi ne nem +0x3000000@x1000000

to add 48M (0x3000000) after the first 16M (0x1000000). Typicaly, if you had a machine with this problem, you
would enter the above command first at the install floppy/CD-ROM's boot > prompt, load the system, reboot, and create
an/ et c/ boot . conf filewith theabovelinein it so all future bootings will recognize all available RAM.
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It has also been reported that a ROM update will fix this on some systems.
4.13.2 - My 1386 won't boot after install

Your install seemed to go fine, but on first boot, you see no sign of OpenBSD attempting to boot. There are afew
common reasons for this problem:

. No partition wasflagged activein fdisk(8). To fix this, reboot the machine using the boot floppy or media, and
"flag" apartition as "active" (bootable). See here and here.

. Novalid boot loader was ever put on the disk. If you hit "Enter" or answer "w" to the "Use (W)hole disk or (E)
dit the MBR?" question during the install, or usethe "r ei ni t " option of fdisk(8), the OpenBSD boot record is
installed on the Master Boot Record of the disk; otherwise, the existing master boot code is untouched. This will
be a problem if no other boot record existed. One solution is to boot the install media again, drop to the shell and
invoke fdisk(8) to update the MBR code from the command line:

# fdisk -u wdO

Note: the "update" option within the interactive ("-€") mode of fdisk will not write the signature bytes required to
make the disk bootable.

. In somerare occasions, something may go wrong with the second stage boot loader install. Reinstalling the
second stage boot loader is discussed here.

4.13.3 - My (older, slower) machine booted, but hung at the ssh-keygen steps

It isvery likely your machine is running fine, just taking a while to do the ssh key generation process. A SPARCStation2
or a Macintosh Quadra may take several hours to complete the three ssh-keygen(1) steps. Just let it finish; it is only done

once per install.
Note that the default key size was increased for OpenBSD 3.8, so the generation times are much longer than they used to

be. Users of very slow machines may wish to generate their keys on another computer, place them in asite48.tgz file, and
install them with the rest of the file sets.

4.13.4 - | got the message "Failed to change directory” when doing an install
When doing an FTP install of a snapshot during the -beta stage of the OpenBSD development cycle, you may see this:

Display the list of known ftp servers? [no] yes

Getting the list from192.128.5.191 (ftp.openbsd.org)... FAILED
Failed to change directory.

Server | P address or hostnane?

Thisis normal and expected behavior during this pre-release part of the cycle. The install program looks for the FTP list
on the primary FTP server in adirectory that won't be available until the release date, so you get the above message.

Simply use the ETP mirror list to find your favorite FTP mirror, and manually enter its name when prompted.
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Note: You should not seethisif you areinstalling -release or from CD-ROM.

4.13.5 - My fdisk partition table is trashed or blank!

Occasionally, auser will find a system will work, but when doing anf di sk wdO, they see acompletely blank (or
sometimes, garbage) partition table. Thisis usually caused by having created a partition in fdisk(8) which had an offset of

zero sectors, rather than the one track offset it should have (note: thisis assuming the i386 or amd64 platform. Other
platforms have different offset requirements, some need NO offset). The system then boots using the PBR, not using the
MBR.

While this configuration can work, it can be a maintenance problem and should be fixed. To fix this, the disk'sfile
systems must generally be recreated from scratch (though if you REALLY know what you are doing, you may be able to
recreate just your disklabel and MBR, and only lose and have to rebuild the first OpenBSD partition on the disk).

4.13.6 - | have no floppy or CD-ROM on my machine

Some computers people might want to run OpenBSD on lack any obvious way to install OpenBSD, having no floppy or
CD-ROM drive. Either the machine was designed without it (for example, many laptops and "flash™ based machines, like
Soekrisand ALIX systems), or the boot devices have failed or been removed, and would be difficult to replace. Here are
some tips and techniques you can use to get OpenBSD installed on these systems.

. Network boot, using PXE (1386 or amd64) or diskless(8) (other platforms).

. External USB CD-ROM or USB floppy, if your machine can boot from one.
. USB Flash disk or hard disk, again if your computer can boot from a USB device. Prepare the device on another
computer as described in FAQ 14. Boot from it, but chose the bsd.rd kernel, then install as normal. Y ou could also

have the file sets pre-loaded on the flash media, as well.

. Worst caseg, if none of the aboveis suitable, you can usually pull the disk out of the target system, use suitable
adapterstoinstall it ina"normal” computer, install OpenBSD, then replace the disk back in the target system.
OpenBSD will then boot nicely in the target machine, though you will very possibly have to adjust the network
configuration. Y ou may also haveto adjust / et c/ f st ab if you (for example) did your install using a USB-
>|DE/SATA adapter or your target or install machine uses ahci(4) and the other does not. IDE and some SATA

disks will normally be recognized as wd(4) devices, but if attached to a USB adapter, will come up as sd(4). A
SATA disk attached to a pciide(4) interface will come up as wd(4), but attached to an ahci(4) interface, will come
up as asd(4) device. However, once you correct the/ et ¢/ f st ab file, the system will generally boot just fine.

In all cases, remember that the machine had an OSinstalled on it before, and it was usually intended that the OS could be
reloaded in the field. How this was originally intended to be done will often provide you a good idea how you can install
OpenBSD now.

4.13.7 - | got an SHA256 mismatch during install!
Checksums are embedded in the install kernels for the file sets that are used for the system install.
Actual -release file sets should all match their stored checksums.

At times, snapshots may not have proper checksums stored with theinstall kernels. Thiswill happen for various
reasons on the building side, and is not reason to panic for development snapshoats. If you are concerned about this, wait
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for the next snapshot.
4.14 - Customizing the install process

siteXX. tgzfile

The OpenBSD install/upgrade scripts allow the selection of a user-created set called "si t eXX. t gz", where XX isthe
release version (e.g. 48). Thesi t eXX. t gz file set is, like the other file sets, agzip(1) compressed tar(1) archive rooted

in'/" and is un-tarred like the other sets with the options xz phf . This set will be installed last, after all other file sets.

Thisfile set allows the user to add to and/or override the filesinstalled in the 'normal’ sets and thus customize the
installation or upgrade.

Y ou can also create and use hostname-specific install sets, which are named si t eXX- <host nane>. t gz, for
example, "si t e48- puf fy. t gz". Thisalows easy per-host customized installations, upgrades, or disaster recovery.

Some example usesof asi t eXX. t gz file:

. Create asiteXX.tgz file that contains all the file changes you made since first installing OpenBSD. Then, if you
have to re-create the system you simply select siteXX.tgz during the re-install and all of your changes are
replicated on the new system.

. Create a series of machine specific directories that each contain a siteX X.tgz file that contains files specific to
those machine types. Installation of machines (e.g. boxes with different graphics cards) of a particular category
can be completed by selecting the appropriate siteX X.tgz file.

. Put the filesyou routinely customize in asame or similar way in asiteXX.tgz file-- / et c/ skel files,/ et c/

pf.conf,/var/ww conf/httpd. conf,/etc/rc.conf.| ocal, etc.

i nstall.site/upgrade. site scripts

Asthelast step in the install/upgrade process, the scripts look in the root directory of the newly installed/upgraded system
fori nstall.siteorupgrade. site,asappropriateto the current process, and runs this script in an environment
chrooted to the installed/upgraded system's root. Remember, the upgrade is done from a booted file system, so your target
file system is actually mounted on/ nmt . However, because of the chroot, your script can be written asif it isrunning in
the "normal” root of your file system. Since this script is run after all the files are installed, you have much of the
functionality of the full system when your script runs. Keep in mind that you are running a minimal kernel, not al
features are available, and due to space constraints, things that work today may not work in a future release.

Notethat thei nst al | . si t e script would havetobeinasiteXX. tgz fil e, whiletheupgrade. sit e script
could be put in the root directory before the upgrade, or could be putinasi t eXX. t gz file.

The scripts can be used to do many things:

. Removefilesthat are installed/upgraded that you don't want present on the system.

. Remove/upgrade/install the packages you want on the installed system (may not work for al packages!).

. Do an immediate backup/archive of the new system before you expose it to the rest of the world.

. Userdate(8) to set the system time.

. Have aset of arbitrary commands be run after the first boot. Thiswill happen if install.site is used to append any
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such commands to an rc.firsttime(8) file (appending to thisfile is neccessary since the installer itself may write to
thisfile). At boot time, rc.firsttime is executed once then del eted.

The combination of si t eXX. t gz andi nstal | . site/upgrade. site filesisintended to give users broad
customization capabilities without having to build their own custom install sets.

Note: if you will be doing your install from an http server, you will need to add your si t e*. t gz file(s) to thefile
i ndex. t xt inthe source directory in order for them to be listed as an option at install time. Thisis not needed for FTP
or other installs.

4.15 - How can |l install a number of similar systems?
Here are some tools you can use when you have to deploy a number of similar OpenBSD systems.
siteXX.tgzandinstall/upgrade.site files

See the above article.

Restore from dump(8)

On most platforms, the boot mediaincludes the restore(8) program, which can be used to restore a backup made by dump
(8). Thus, you could boot from afloppy, CD, or bsd.rd file, then fdisk, disklabel, and restore the desired configuration
from tape or other media, and install the boot blocks. More details here.

Disk imaging

Unfortunately, there are no known disk imaging packages which are FFS-aware and can make an image containing only
the active file space. Most of the major disk imaging solutions will treat an OpenBSD partition as a "generic" partition,
and can make an image of the whole disk. This often accomplishes your goal, but usually with huge amounts of wasted
space -- an empty, 10G / horre partition will require 10G of space in theimage, even if thereisn't asinglefilein it.
While you can typically install adriveimage to alarger drive, you would not be able to directly use the extra space, and
you would not be able to install an image to asmaller drive.

If thisis an acceptable situation, you may find the dd command will do what you need, alowing you to copy one disk to
another, sector-for-sector. This would provide the same functionality as commercial programs without the cost.

4.16 - How can | get a dmesg(8) to report an install problem?

When reporting a problem, it is critical to include the complete system dmesg(8). However, often when you need to do

this, it is because the system is working improperly or won't install so you may not have disk, network, or other resources
you need to get the dmesg to the appropriate mail list. There are other ways, however:

. Floppy disk: The boot disks and CD-ROM have enough tools to let you record your dmesg to an MSDOS floppy
disk for reading on another machine. Place an MSDOS formatted floppy in your disk drive and execute the
following commands:
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nmount -t nsdos /dev/fdOa / mt
dmesg >/ mt/ dnesg. t xt
unount / mmt

If you have another OpenBSD system, you can also write it to an OpenBSD compatible floppy -- often, the boot
floppy has enough room on it to hold the dmesg. In that case, leave off the”-t nmsdos” above.

. Serial Console: Using aserial console and capturing the output on another computer is often the best way to
capture diagnostic information - particularly if the computer panicsimmediately after boot. Aswell as a second
computer, you will need a suitable serial cable (often a null-modem cable), and aterminal emulator program that
can capture screen output to file.

General information on setting up a serial console is provided elsewhere in the FAQ; in order to capture alog of
the install, the following commands are usually sufficient.

1386
At the boot loader prompt, enter
boot > set tty conD

Thiswill tell OpenBSD to use the first serial port (often called COM1 or COMA in PC documentation) as a seria
console. The default baud rate is 9600.

Spar ¢/Spar c64
These machines will automatically use aserial console if started without a keyboard present. If you have a
keyboard and monitor attached, you can still force the system to use a serial console with the following invocation
at the ok prompt.

ok setenv input-device ttya

ok setenv output-device ttya

ok reset
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n 5.11.12 - Can | cross-compile? Why not?

5.1 - OpenBSD's Flavors

There are three "flavors' of OpenBSD:

. -release: The version of OpenBSD shipped every six months on CD.

. -stable: Release, plus patches considered critical to security and reliability.

. -current: Where new development work is presently being done, and eventually, it will turn into
the next release.

Graphically, the development of these flavors looks something like this:

=== Q---==-=-=-=-==- 0----X 4.5
St abl e

|

| y === O--------- 0----X 4.6
St abl e

| : |

| . | R ¢ LI o--> 4.7
St abl e

| | |

| | | -nn--0--> 4.8
St abl e

| . o .

| : | : | : | :
-->4 . 5Rel ----- >4. 6Rel ----- >4. 7Rel - - - - - >4. 8Rel ----> Current

Tinme --->

-Current is where active development work is done, and eventually, it will turn into the next -release of
OpenBSD. Every six months, when anew version of OpenBSD isreleased, -current istagged, and
becomes -release: afrozen point in the history of the source tree. Each -release is never changed; it is
what ison the CDs and FTP servers.

-Sable is based on -release, and is a branch from the main development path of OpenBSD. When very
important fixes are made to -current, they are "back ported" (merged) into the -stable branches; because
of this, -stable is also known as the "patch branch." In the above illustration, the vertical dotted lines
denote bug fixes being incorporated into the -stable branches. Y ou will also note that in the above
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example, the 4.5-stable branch came to an end with 4.7-release, and the 4.6-stable branch came to an
end with 4.8-release -- old releases are typically supported up to two releases back. It takes resources
and time to support older versions, while we might like to provide ongoing support for old releases, we
would rather focus on new features. The -stable branch is, by design, very easy to build from -release of
the same version (i.e., going from 4.8-release to 4.8-stable).

The -stable branch is -release plus patches found on the errata page. The operation of -stable is the same
asthe -release it isbased on. If the man pages have to change, it probably won't go into -stable. In other
words, new device support and new features will NOT be added to -stable.

It isworth pointing out that the name "-stable" is not intended to imply that -current is unreliable or less
robust in production. Rather, the APIs (how the programs talk to the OS) and features of -current are
changing and evolving, whereas the operation and APIs of -stable are the same astherelease it is based
on, so you shouldn't have to relearn features of your system or change any configuration files, or have
any problem adding additional applications to your system.

In fact, as our hopeisto continually improve OpenBSD, the goal is that -current should be more
reliable, more secure, and of course, have greater features than -stable. Put bluntly, the "best" version of
OpenBSD is-current.

Most users should be running either -stable or -release. That being said, many people do run -current on
production systems, and it is important that people do so to identify bugs and test new features.
However, if you don't know how to properly describe, diagnose and deal with a problem, don't tell
yourself (or anyone else) that you are "hel ping the project” by running -current. "It didn't work!" isnot a
useful bug report. "The recent changes to the pciide driver broke compatibility with my Slugchip-based

IDE interface, dmesg of working and broken systems follow..." might be a useful report.

There are times when "normal” users may wish to live on the cutting edge and run -current. The most
common reason is that the user has a device which is not supported by -release (and thus, not -stable), or
wishes to use a new feature of -current. In this case, the choice may be either -current or not using the
device, and -current may be the lesser evil. However, one should not expect hand-holding from the
developers.

Snapshots

Between formal releases of OpenBSD, snapshots are made available through the FTP sites. As the name

implies, these are builds of whatever code isin the tree at the instant the builder grabbed a copy of the
code for that particular platform. Remember, on some platforms, it may be DAY S before the snapshot
build is completed and put out for distribution. There is no promise that the snapshots are completely
functional, or even install. Often, a change that needs to be tested may trigger snapshot creation. Some
platforms have snapshots built on an almost daily basis, others will be much less frequent. If you desire
to run -current, a recent snapshot is often all you need, and upgrading to a snapshot is a required starting
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point before attempting to build -current from source.

It is sometimes asked if there is any way to get a copy of exactly the code used to build a snapshot. The
answer isno. First, there is no significant benefit to this. Second, the snapshots are built as desired, as
time permits, and as resources become available. On fast platforms, several snapshots may bereleased in
one day. On slower platforms, it may take aweek or more to build a snapshot. Providing tags or markers
in the source tree for each snapshot would be quite impractical. Third, snapshots often contain
experimental code that isn't yet committed to the tree.

Upgrade vs. Update

Y ou will often see references to "upgrading” and "updating” OpenBSD installs. Even though these
words have similar meanings, they are used dlightly differently in OpenBSD.

Upgrading isthe process of installing a newer version of OpenBSD, with new functionality. For
example, going from v4.7 to v4.8, or going from the June 12th snapshot to the June 20th snapshot. When
upgrading, you will typically have to consult either Following -current or the Upgrade quide (when
changing releases) to make the changes required to run the upgraded version of OpenBSD.

Updating isthe process of applying patches to a system to improve the operation WITHOUT changing
the basic functionality or binary compatibility. Thisistypically done by following the source patching
process or by following the stable process. When you "update" your system, it goesfrom a-releaseto a-
stable (or patched -release) of the same release version, for example, 4.8-release to 4.8-stable. Y ou may
then later update it to a newer -stable of the same release version. The update processistypically very
painless, asno/ et c files or other system configurations need to be changed.

S0, you may install a system (for example, 4.6-release) from CD, then update it to 4.6-stable afew
times, then upgrade it to 4.7-release from CD, and update that a few times before upgrading it again to
the 4.8-release.

Keeping Things in Sync

It isimportant to understand that OpenBSD is an Operating System, intended to be taken as a whole, not
akernel with abunch of utilities stuck on. Y ou must make sure your kernel, "userland” (the supporting
utilitiesand files) and por t s treeare al in sync, or unpleasant things will happen. Said another way
(because people just keep making the error), you can not run brand new por t s on amonth old system,
or rebuild akernel from -current source and expect it to work with a-release userland. Y es, this does
mean you need to upgrade your system if you want to run a new program which was added to the ports
tree today. Sorry, but again, OpenBSD has limited resources available.

One should also understand that the upgrade process is supported in only one direction: from older to
newer, and from -stable to -current. Y ou can not run 4.8-current (or a snapshot), then decide you are
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living too dangerously, and step back to 4.8-stable. Y ou are on your own if you choose any path other
than the supported option of reloading your system from scratch, do not expect assistance from the
OpenBSD devel opment team.

Y es, this does mean you should think long and hard before committing yourself to using -current.

5.2 -Why do | need to compile the system from source?

Actually, you very possibly do not.
Some reasons why NOT to build from source:

. Compiling your own system as away of upgrading it is not supported.
. Youwill NOT get better system performance by compiling your own system.
. Changing compiler options is more likely to break your system than to improveit.

Some reasons why you might actually wish or need to build from source:

. Test or develop new features.

. Compiling the system puts alot of stress on the computer, it can be away to make sure the
system you just put together or acquired is actually in pretty good operational condition.

. You wish to follow the stable branch.

« You wish to make a highly customized version of OpenBSD for some special application.

The OpenBSD team puts out new snapshots based on -current code on avery regular basisfor al
platforms. It islikely thiswill be all you need for running -current.

The most common reason to build from source is to follow the -stable branch, where building from
source is the only supported option.

If you are compiling -current from source, it isHIGHLY recommended that you only do so from a
machine which you have full console access to. There will be times in the development process where
the mismatch between your new kernel and your old userland may render the system inaccessible via
network. Thisis not an issue when properly building -stable.

5.3 - Building OpenBSD from source
5.3.1 - Overview of the building process

Building OpenBSD from source involves a number of steps:
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. Upgrading to the closest available binary.

. Fetching the appropriate source code.

. Building the new kernel and booting from it.
. Building "userland” ("make build").

There are a couple additional steps that some users may wish to perform, depending on the purpose of
the build and if X isinstalled:

. Building a"release’.
« Building X.

5.3.2 - Install or Upgrade to closest available binary

Thefirst step in building from source is to make sure you have the closest available binary installed. Use
this table to look at where you are, where you wish to go, and what binary you should start with:

You areat |Goal Binary upgradeto |then ...

Old - New Newest release Done!

release release

-release -stable Newest release Fetch & build -stable

Old -stable |-stable Newest release Fetch & build -stable

-release  |-current L atest Snapshot (optional) Fetch & build -
current

Old - _current L atest Snapshot (optional) Fetch & build -

current current

It is recommended that you install the binary by using the "Upgrade” option of the install media. If that
Is not possible, you can also unpack the binaries as described here. Regardless, you must do the entire

upgrade process, including creating any users or other / et ¢ directory changes needed.

5.3.3 - Fetching the appropriate source code

OpenBSD source is managed using the CV S version control system, and cvs(1) is used to pull a copy of
the desired source to your local machine for compilation. This can be done by using an AnonCV S server

(amachine holding a publicly accessible copy of the entire CV S repository used by the OpenBSD
project) or from alocal CV Srepository you maintain using the CV Sup, or CV Sync programs available

as packages. CV Sup can also be used in a"checkout" mode, but that will not be covered here. If you
have multiple machines you wish to maintain source code trees on, you may find it worth having alocal
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CV S repository, created and maintained using CV Sup or CV Sync.

After deciding which AnonCV S server you wish to use, you must "checkout™ the source tree, after that,
you then maintain the tree by running "updates", to pull updated files to your local tree.

The CVS(1) command has many options, some of them are required to checkout and update a useful

tree. Other commands can cause a broken tree. Following and understanding directions hereis
important.

Following -current
In this case, we will assume we are using a public AnonCV S server, anoncvs@anoncvs.
example.org:/cvs. We will also assume you are using sh(1) as your command shell, if you
are using a different shell, you will have to adjust some of these commands.
To checkout a-current CV S src tree, you can use the following:
# cd /usr
# export CVSROOT=anoncvs@noncvs. exanpl e.org:/cvs
# cvs -d$CVSROOT checkout -P src

Once you have atree, you can update it at alater time:

# cd /usr/src
# export CVSROOTI=anoncvs@noncvs. exanpl e. org:/cvs
# cvs -d$CVSROOT up - Pd

Following -Stable

If you wish to check out an alternative "branch” of the tree, such as the -stable branch, you
will use the"- r " modifier to your checkout:

# cd /usr
# export CVSROOT=anoncvs@noncvs. exanpl e.org:/cvs
# cvs -d$CVSROOT checkout -rOPENBSD 4 8 -P src

Thiswill pull the src files from the OPENBSD_4 8 branch, which is also known asthe
"Patch branch” or "-stable". Y ou would update the code similarly:

# cd /usr/src
# export CVSROOT=anoncvs@noncvs. exanpl e.org:/cvs
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# cvs -d$CVSROOT up -rOPENBSD 4 8 -Pd

Actually, CVSisnice enough to stick a"Tag" in the checked out file system, so you don't
have to remember the "- r OPENBSD_4_8" part of the command line, it will remember
this until you explicitly clear them or set a new tag by using the - A" option to

"updat e". However, it is probably better to provide too much info in your CVS
command lines than too little.

While only the"sr c" tree has been shown so far, you will do the same steps for "xenocar a" and
"port s". Asall parts of OpenBSD must be kept in sync, all trees you use should be checked out and
updated at the same time. Y ou can combine the checkouts into one line (-stable shown):

# export CVSROOT=anoncvs@noncvs. exanpl e. org:/cvs
# cd /usr
# cvs -d$CVSROOT checkout -rOPENBSD 4 8 -P src ports xenocara

However, updates must be done directory-by-directory.

At this point, whether you followed -stable or -current you should have a usable source tree. Be very
careful which tree you grab -- it is easy to try to compile -current when aiming for -stable.

Pre-loading the tree: src.tar. gz, sys.tar.gz

While you can download the entire source tree from an AnonCV S server, you can often save alot of
time and bandwidth by "pre-loading" your source tree with the source files from either the OpenBSD
CD or from an FTP server. Thisis particularly true if you are running -stable, asrelatively few files

change between this version and the -release it is based on.
To extract the source tree from the CD to /usr/src (assuming the CD is mounted on /mnt):

# cd /usr/src; tar xzf /mt/src.tar.gz
# cd /usr; tar xzf /mmt/xenocara.tar.gz
# cd /usr; tar xzf /mmt/ports.tar.gz

The source files available for download from the FTP servers are separated into two files to minimize
the download time for those wishing to work with only one part of the tree. Thetwo filesaresys. t ar.
gz, which contains the files used to create the kernel, and sr c. t ar . gz which contains all the other
"userland" utilities except the ports tree and the X 11 sources. In general, however, you will usually want
both of them installed. Assuming the downloaded files, src. tar. gz andsys. tar. gz, arein/ usr:

# cd /usr/src
# tar xzf ../sys.tar.gz
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# tar xzf ../src.tar.gz
# cd /usr

# tar xzf xenocara.tar.gz
# tar xzf ports.tar.gz

Not all people will wish to unpack all the file sets, but as the system must be kept in sync, you will
generally need to set up all parts of the tree.

Common CVS tips

Asindicated earlier, some options are mandatory to get avalid sr ¢ treein OpenBSD. The "- P" option
above is one of those: It "prunes’ (removes) directories that are empty. Over the years, directories have
been created and deleted in the OpenBSD source tree, and sometimes the names of old directories are
currently used as file names. Without the - P" option, your newly checked-out tree WILL NOT
successfully compile.

Much the same with the - d option on the 'update’ command -- it creates new directories that may have
been added to the tree since your initial checkout. To get a successful update, you must use the - Pd
options.

Experienced CV S users may wonder why the CVSROOT was specified and used in this example, as cvs
(1) will record the CV S server'slocation in the checked out tree. Thisis correct, however there are
enough times where one may need to override the default anoncvs server, many people recommend
always specifying the repository explicitly. It is aso worth noting that while the CVSROOT
environment variable can be used directly by cvs(1), it isused only if nothing else overridesit (i.e., cvs
(1) would have an error without it), whereas specifying it in the cvs(1) command line overrides all other
values.

It is often useful tousea. cvsr c inyour home directory to specify defaults for some of these options.
An example. cvsr c file:

$ nore ~/.cvsrc

CVvs - -danoncvs@noncvs. exanpl e.org:/cvs
diff -up

update -Pd

checkout -P

Thisfile would cause cvs(1) to usetheanoncvs@noncvs. exanpl e. or g: / cvs server, suppress
usually unneeded output (- g" is"quiet") for al operations, a"cvs up" command defaults to using the -
Pd, a"cvs diff" defaultsto providing "unified diffs’ dueto the"- u", and a"cvs checkout" will use the "-
P" option. While thisis convenient, if you forget thisfile exists, or try to run commands you got used to
on a machine without thisfile, you will have problems.
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As the source trees consist of large numbers of mostly small files, turning on soft updates for the
partition the source tree is on will often give significantly better performance.

5.3.4 - Building the kernel

We will assume you wish to build a standard (GENERIC or GENERIC.MP) kernel here. Normally, this
Iswhat you want to do. Do not consider building a custom kernel if you have not mastered the standard
building process.

Obvioudly, the kernel isaVERY hardware dependent portion of the system. The source for the kernel is
inthe/ usr/ src/ sys directory. Some parts of the OpenBSD kernel code are used on all platforms,
others are very specific to one processor or one architecture. If you look inthe/ usr/ src/ sys/

ar ch/ directory, you may see some things that look alittle confusing -- for example, there are

mac 68k, n68k and mvne68k directories. In this case, the mvme68k and mac68k systems both use the
same processor, but the machines they are based on are very different, and thus require avery different
kernel (there is much more to a computer's design than its processor!). However, parts of the kernel are
common, those parts are kept in the m68k directory. If you are ssmply building a kernel, the base
architecture directories like m68k are not anything for you to worry about, you will be working
exclusively with the "compound architecture” directories, such as nvne68k.

Kernels are built based on kernel configuration files, which arelocated inthe/ usr/ src/ sys/ arch/
<your pl atforne/ conf directory. Building the kernel consists of using the config(8) program to

create and populate a kernel compile directory, which will end upin/ usr/ src/ sys/ ar ch/ <your
pl at f or n»/ conpi | e/ <Ker nel Nane>. For this example, we will assume you are using the i386
platform:

cd /usr/src/sys/arch/i 386/ conf

config GENERI C

cd ../conpil el GENERI C

make cl ean && nake depend && make
[...lots of output...]

# make install

T H B H

Replace"i 386" in thefirst line with your platform name. The machine(1) command can tell you what

your platform name s, so an obvious generalization would be to use the command "cd / usr/ src/
sys/ arch/  machi ne / conf " instead on thefirst line.

At this point, reboot your machine to activate this new kernel. Note that the new kernel should be
running before the next step, though if you have followed the above advice about upgrading to the most

recent available snapshot, it may not matter as much. Sometimes, however, APIs change, and the old
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kernel will be unable to run new applications, but the new kernel will generally support the old ones.
Variation on above process: Read-only source tree

Sometimes, you may wish to ensure your / usr/ sr ¢/ sys directory remains untouched. This can be
done by using the following process:

cd /sonmewhere
cp /usr/src/sys/arch/i386/conf/ GENERI C .
config -s /usr/src/sys -b . GENERI C
make cl ean &% nmake depend && neke

| ot s of output

© B PP

Note that you can build a kernel without root access, but you must have root to install the kernel.

5.3.5 - Building the userland

Thereis a specific process used by OpenBSD. Processes used on other OSs you may have been familiar
with will most likely not work on OpenBSD, and will get you laughed at when you ask why.

« Clear your/ usr/ obj directory and rebuild symbolic links:

#rm-rf /Jusr/obj/*
# cd /usr/src
# make obj

Note that the use of the/ usr / obj directory is mandatory. Failing to do this step before building
therest of the tree will likely leave your sr ctree in bad shape.

. Make sure all the appropriate directories are created.
# cd /usr/src/etc & & env DESTDI R=/ nake distrib-dirs
. Build the system:

# cd /usr/src
# make build

This compiles and installs al the "userland” utilitiesin the appropriate order. Thisisafairly time
consuming step -- avery fast machine may be able to completeit in well under an hour, avery
slow machine may take many days. When this step is complete, you have newly compiled
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binariesin place on your system.

. If building -current: Update/ dev and/ et c, with the changes listed in current.html. If
following -stable after a proper upgrade process or ainstall of the proper starting binary, this step
Is not needed or desired.

5.4 - Building a Release

What is a "release", and why would | want to make one?

A release isthe complete set of filesthat can be used to install OpenBSD on another computer. If you
have only one computer running OpenBSD, you really don't have any reason to make arelease, asthe
above build process will do everything you need. An example use of the release process would be to
build -stable on a fast machine, then make arelease to be installed on all your other machinesin your
office.

The release process uses the binaries created in the/ usr / obj directory in the building process above,
so you must successfully complete the build first, and nothing must disturb the/ usr / obj directory. A
time where this might be a problem isif you use amemory disk asyour / usr/ obj for alittle extra
performance in the build process, you would not want to reboot the computer between the "build" and
"release” steps!

The release process requires two work directories, which we will call DESTDIR and RELEASEDIR. All
thefilesthat are part of a"clean” OpenBSD install will be copied to their proper place within the
DESTDIR. They will then betar(1)ed up and placed in the RELEASEDIR. At the end of the process,
RELEASEDIR will hold the completed OpenBSD release. The release process will also use the/ rmt
location, so this should not be used by anything while the release process is running. For the purpose of
example, we will usethe DESTDIR of / usr/ dest and the RELEASEDIR of / usr/rel.

The release process involves a utility, crunchgen(8), which is used to create a single executable file
made up of many individual binaries. The name this single executable file isinvoked by determines
which component binary isrun. Thisis how anumber of individual program files are squeezed into the
ramdisk kernel that exists on boot floppies and other boot media.

Y ou must have root privileges to make arelease.

Doing a release

Define our DESTDIR and RELEASEDIR environment variables:
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# export DESTDI R=/ usr/ dest
# export RELEASEDI R=/usr/rel

We now clear the DESTDIR and create the directories if needed:

# test -d ${DESTDIR} && nmv ${DESTDIR} ${DESTDIR}.old && rm -

rf ${DESTDIR}.old &

# nkdir -p ${DESTD R} ${ RELEASED R}
RELEASEDIR does not normally need to be empty before starting the release process, however, if there
are changesin the release files or their names, old files may be left laying around. Y ou may wish to also
erase this directory before starting.

We now make the release itself:

# cd /usr/srcl/etc
# make rel ease

After the release is made, it is agood idea to check the release to make sure the tar files are matching
what isin the DESTDIR. The output of this step should be very minimal.

# cd /usr/src/distrib/sets
# sh checkfli st

Y ou now have complete and checked release file sets in the RELEASEDIR. These files can now be used
to install or upgrade OpenBSD on other machines.

The authoritative instructions on making arelease are in release(8).

Note: if you wish to distribute the resultant files by HTTP for use by the upgrade or install scripts, you
will need to add an "index.txt" file, which containsthe list of al the filesin your newly created release.

# /bin/ls -1 > ndex.txt

Once you have the compl ete release made, you can use those files for a standard install or upgrade on
another machine, or if updating a machine to a new -stable, ssmply unpack the tar filesin the root
directory of the target machine.

5.5 - Building X (Xenocara)
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Starting with X.org v7, X switched to "modular build" system, splitting the x.org source tree into more
than three hundred more-or-less independent packages.

To smplify life for OpenBSD users, a"meta-build" called Xenocara was developed. This system

"converts' X back into one big tree to be built in one process. As an added bonus, this build processis
much more similar to the build process used by the rest of OpenBSD than the previous versions were.

The official instructions for building X exist in your machine's/ usr / xenocar a/ README fileand in
rel 8).

Getting source code

The "usua" location for the xenocara sourcetreeis/ usr/ xenocar a, and the source is stored in the
xenocar a modulein CVS. So, the checkout processisthis:

$ cd /usr
$ cvs -gdanoncvs@noncvs. exanpl e. org:/cvs checkout -P
xenocar a

Building Xenocara

For building the standard xenocara tree as supported by OpenBSD, no external tools are needed.

cd /usr/xenocara
rm-rf /usr/xobj/*
make bootstrap
make obj

make build

T H B H

If you wish to make actual modifications to the source code, you will probably need to add severa
packages. Detailsareinthe/ usr/ xenocar a/ READVE file.

Making a release

Thisissimilar to the main system release process. After successfully building X, you will define a
DESTDIR and RELEASEDIR, with the same purposes as above. The RELEASEDIR can be the same
directory asthe main system RELEASEDIR, but DESTDIR will be erased and rebuilt in this process. If
done carefully, thisis not a problem, but using a separate DESTDIR may be "safer".

For this example, we will use a DESTDIR and RELEASEDIR of /usr/dest and /ust/rel, respectively.
This must be done after the above build process.
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# export DESTDI R=/ usr/ dest

# export RELEASEDI R=/usr/rel

# test -d ${DESTDI R} && nmv ${DESTDI R} ${DESTDI R}- && \
rm-rf ${DESTD R}- &

# nkdir -p ${DESTD R} ${ RELEASED R}

# make rel ease

When this process is completed, you will have a set of release files in the SRELEASEDIR.

5.6 - Why do | need a custom kernel?
Actually, you probably don't.

A custom kernel isakernel built with a configuration file other than the provided GENERI C
configuration file. A custom kernel can be based on -release, -stable or -current code, just asa

GENERI Ckernel can be. While compiling your own GENERI C kernel is supported by the OpenBSD
team, compiling your own custom kernel is not.

The standard OpenBSD kernel configuration (GENERI C) is designed to be suitable for most people.
More people have broken their system by trying to tweak their kernel than have improved system
operation. There are some people that believe that you must customize your kernel and system for
optimum performance, but thisis not true for OpenBSD. Only the most advanced and knowledgeable
users with the most demanding applications need to worry about a customized kernel or system.

Some reasons you might want or need to build a custom kernel:

. Yourealy know what you are doing, and want to shoe-horn OpenBSD onto a computer with a
small amount of RAM by removing device drivers you don't need.

. Yourealy know what you are doing, and wish to remove default options or add options which
may not have been enabled by default (and have good reason to do so).

. Yourealy know what you are doing, and wish to enable experimental options.

. Yourealy know what you are doing, and have a special need that is not met by GENERI C, and
aren't going to ask why it doesn't work if something goes wrong.

Some reasons why you should not build a custom kernel:

« You do not need to, normally.

« You will not get afaster system.

. You arelikely to make aless reliable machine.
« You will not get any support from developers.
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« You will be expected to reproduce any problem with a GENERI C kernel before devel opers take
any problem report serioudly.

. Usersand developers will laugh at you when you break your system.

« Custom compiler options usually do a better job of exposing compiler problems than improving
system performance.

Removing device drivers may speed the boot process on your system, but can complicate recovery
should you have a hardware problem, and is very often done wrong. Removing device drivers will not
make your system run faster by any noticeable amount, though can produce a smaller kernel. Removing
debugging and error checking can result in a measurable performance gain, but will make it impossible
to troubleshoot a system if something goes wrong.

Again, developers will usually ignore bug reports dealing with custom kernels, unless the problem can
be reproduced in a GENERI C kernel aswell. Y ou have been warned.

5.7 - Building a custom kernel

It is assumed you have read the above, and really enjoy pain. It is aso assumed that you have a goal that
can not be achieved by either a Boot time configuration (UKC>) or by config(8)ing a GENERIC kernel.
If al of thisis not true, you should stick to using GENERIC. Really.

OpenBSD kernel generation is controlled by configuration files, which are located inthe/ usr/ sr c/
sys/ arch/ <ar ch>/ conf/ directory by default. All architectures have afile, GENERI C, whichis
used to generate the standard OpenBSD kernel for that platform. There may also be other configuration
fileswhich are used to create kernels with different focuses, for example, for minimal RAM, diskless
workstations, etc.

The configuration file is processed by config(8), which creates and populates a compilation directory

in. ./ conpil e,onatypica installation, that would bein/ usr/ src/ sys/ ar ch/ <ar ch>/
conpi | e/ . config(8) aso creates a Makefile, and other files required to successfully build the kernel.

Kernel Configuration Options are options that you add to your kernel configuration that place certain
features into your kernel. This allows you to have exactly the support you want, without having support
for unneeded devices. There are a multitude of options that allow you to customize your kernel. Here we
will go over only some of them, those that are most commonly used. Check the options(4) man page for

acomplete list of options, and as these change from time to time, you should make sure you use a man
page for the same version of OpenBSD you are building. Y ou can also check the example configuration
files that are available for your architecture.

Do not add, remove, or change optionsin your kernel unlessyou actually have a reason to do so!
Do not edit the GENERI C configuration file!! The only kernel configuration which is supported by the
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OpenBSD team isthe GENERIC kernel, the combination of the optionsin/ usr/ src/ sys/ ar ch/
<ar ch>/ conf/ GENERI Cand/ usr/ src/ sys/ conf/ GENERI Cas shipped by the OpenBSD team
(i.e., NOT edited). Reporting a problem on a customized kernel will almost always result in you being
told to try to re